denepanbHOE TOCYJapCTBEHHOE 00pa30BaTeNbHOE OIODKETHOE
yUpeKIeHUe BBICIIEr0 00pa3oBaHus
«®unancoBblii ynupepcuret npu [Ipapurenncrse Poccuiickoii ®egepaunm»
(PuHAHCOBBIH YHHBEPCHTET)
Konnemx nnpopMaTHKH H NPOrpaMMHPOBAHHUSA

COI'JTIACOBAHO

AKIIHOHEpHOE 00I11eCTBO
«Ocob6oe Koncrpykropckoe bropo Cuctem

YTBEPKIAIO

3aMecTUTENb JUPEKTOpa I10
y4eOHol paboTe

ABTOMaTHSI/IpOBaHHOFO HpOGKTI/IpOBaHI/ISI»
(AQ.4QKB CAITP»)

FéreparbHbli IMPEKTOp

& ey

] -
=R UT. Hasapos L H.IO. lonrosa
e ,
2024 . «TO» estne  2024r.

PABOYAS ITIPOI'PAMMA ITPO®ECCUOHAJIBLHOI'O MOAY JIAA
TIM.02 3AIIATA HTH®OPMAIIUA B ABTOMATHU3UPOBAHHBIX

CHCTEMAX ITPOI'PAMMHBIMH ¥ IPOTPAMHO-ATIIIAPATHBIMU
CPEJICTBAMU.

10.02.05 O6ecneuerre HHGOPMAIIMOHHON O€30IIaCHOCTH aBTOMaTH3UPOBAHHbBIX CUCTEM

Mocksa 2024 r.



Pabovas mporpamma mpodeccronHansHOro MoIyIIs paspaboTaHa Ha OCHOBe
DefiepanbHOrO  TOCYHAPCTBEHHOTO  06Pa30BATENBHOTO CTaHAapTa  CPEIHEro
npogeccronansuoro o6pasosanus (nanee — ®I'OC CIIO) o crenmansaoct 10.02.05
Obecneuenne HHGOPMALMOHHON GE30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM

PaspaGoTunku:

Ilokomonmua E.B., K.3.H., JONEHT, NpemoaBaTelb BBICIIEH KBaJTH(DUKAIIMOHHOM
kareropun Kosnemka HHOOPMATHKY U IPOTPAMMUDOBAHKSL.

Poit A.B., K.T.H., OpenoiaBaTesnb BBICIIEH KBAIHDUKALIMOHHOMN kareropuu Kouiemka
UHGOPMATHKHM U IPOrPaMMHUPOBAHKS.

Pabovas mporpamma mpodeccHOHaIFHOTO MOJyJIsI pPacCMOTpeHa M PeKOMEH0BaHa K
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UH(POPMaIMOHHON 6E€301aCHOCTI
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Ipencenatens nmpeaMeTHOH (LIMKIOBOM) | [( | Z/
Koo (b 7 AL Mapunms




1. O6mas xapakTepucTHKa paboueil mporpammsl Ipo(HeCCHOHATBHOTO MOIYJIS
1.1. Henp u muaHupyembie pe3yabTaThl OCBOECHUS MPO(ECCHOHATHLHOTO MO IS

B pesynbrate usyueHus: npopecCHOHaIBLHOTO MO 00y4alOMUNACs JOHKEH OCBOUTH
OCHOBHOM BHJI JESATENBHOCTH «3aluTa HHPOpMAIUU B aBTOMATU3UPOBAHHBIX CHCTEMAaxX
IIPOTPAMMHBIMU U NIPOIPAMMHO-ANNapaTHBIMU CPEACTBAMU» U COOTBETCTBYIOIIUE EMY
oO011re KOMIIETEHINH, U TPO(HEeCCHOHATBHBIE KOMITETEHITHH:

1.1.1. Ilepedyenn oOMUX KOMIETEHIIUMA

Kon OO01IMe KOMIETEHIIUU

BriGupate cmocoObl  pemieHust  3amad  IpOo(EeCCHOHANBHONW — JeATEIHHOCTH,
IMPUMCHHUTCIILHO K pa3JIMYHbIM KOHTCKCTAM.

OK 0. OcymiecTBISATh IOUCK, aHAIM3 U HHTEPIIPETAINIO HH(POPMAIH, HEOOXOJUMOM IS
BBINOJIHEHUSI 33,124 PO ECCHOHATLHON ICATENbHOCTH.

[TmaHupoBaTh M peaTM30BHIBATE COOCTBEHHOE MPO(ECCHOHAIBFHOE W JIMYHOCTHOE

OK 01.

OK 03.
pa3BHTHE.

OK 04. PaGoTaTh B KOJIIIEKTHBE M KOMaH/E, 3 (HEKTUBHO B3aUMOICHCTBOBATh C KOJUIETAMH,
PYKOBOJICTBOM, KIMEHTAMU.

OK 05. OCyYIIECTBIIATh YCTHYIO M TUCHbMEHHYI0 KOMMYHHKAIIMIO HA TOCYIapPCTBEHHOM SI3bIKE

C YYETOM 0COOCHHOCTEH COIMAIBLHOIO M KYJIBTYPHOTO KOHTEKCTA.

[TposBIATH TPakIaHCKO-NATPUOTHUYECKYIO TO3UIIHIO, IEMOHCTPUPOBATH OCO3HAHHOE
OK 06. | moBeneHue Ha OCHOBE TPAIMIIMOHHBIX OOLIEUEIOBEUECKUX LIEHHOCTEH, MPUMEHSTh
CTaHAapThl aHTUKOPPYIIIMOHHOTO OBEICHUS.

ConeiicTBOBaTh  COXpPAHEHHUIO  OKpYXKAlOUIEH  Ccpelbl, pecypcocOepereHuto,

OK 07. . z
7 GhEeKTHBHO AEMCTBOBATH B UPE3BHIYAMHBIX CUTYAIIHSIX.
Hcnonp3oBath cpeicTBa (HU3NMUECKON KYyJIbTYphl IJIS COXPAHEHUS U YKpEIUICHUs
OK 08. |3mopoBbst B mporecce MpodecCHOHATBHON MAEATeIbHOCTH U TOJACPKAHUS
HE0OXOAMMOT0 YPOBHS (DU3NYECKOM MOTOTOBICHHOCTH.
OK 09. | Mcnonp3oBaTh HHPOPMALIMOHHBIE TEXHOJIOTHH B MPO(ECCHOHANBHOM AEATEIbHOCTH.
OK 10. [Tonmp3oBaTbest MpodeCCHOHANBHOM JTOKYMEHTAllued Ha TOCYJapCTBEHHOM W
MHOCTPAaHHOM SI3bIKAX.
OK.11 Hcnonp3oBaTh  3HaHWA 1O  (PUHAHCOBOM  IPaMOTHOCTH,  IUIAHUPOBATH

IPEANPUHUMATENBCKYIO ISATENIEHOCTh B MPOodecCHOHANIBHOM cdepe.

1.1.2. Ilepedyens nmpodeccuoHaTLHBIX KOMITETEHITUN

Kon [IpodeccrnonanbHbIC KOMIETCHITTH

[IK 2.1. | OcyiiecTBasATh YCTAHOBKY W HACTPOWKY OTIEIbHBIX MPOTPAMMHBIX, MPOrPAMMHO-
armnapaTHbiX CPCACTB 3aIlIUThI I/IH(l)OpMaI_II/II/I.

IIK 2.2. | OGecrneunBath 3anuTy HHOPMAIIMH B aBTOMATU3UPOBAHHBIX CUCTEMaX OTACIbHBIMU
IIPOrpaMMHBIMHU, IIPOrpaMMHO-aNNapaTHBIMU CPEICTBAMU.

IIK 2.3. | OcymiecTBasTh TECTUPOBaHUE (PYHKIUNA OTAEITBHBIX MPOTPAMMHBIX W IPOTPAMMHO-
armnapaTHbiX CPCACTB 3aIlIUThI I/IH(l)OpMaI_II/II/I.




IIK 2.4. | OcymecTBisaTh 00pabOTKy, XpaHeHHE M Tepefadyy WHGOpMalUUd OTrPaHHYEHHOTO
J0CTyHa.

[IK 2.5. | YHuuroxkaTh HHGOpMAIMIO M HOCUTENH HMHGOPMAIMM C  HCIIOJIb30BAaHHEM
IPOrPaMMHBIX M IPOrPaMMHO-ANIAPATHBIX CPEJICTB.

IIK 2.6. | OcymecTBIsTh PETHCTPAIMIO OCHOBHBIX COOBITMA B  aBTOMAaTH3MPOBAHHBIX

(MHGOPMAIIMOHHBIX) CHCTEMax, B TOM YHCJIE C HWCIIOJIb30BAHWEM IPOTPAMMHBIX H
IIPOTPaMMHO-aINNAaPAaTHBIX CPEACTB OOHAPYXKEHUS, TPEAYNPEKICHUS U JTUKBUAALUU
MOCJICICTBUI KOMIIBIOTEPHBIX aTaK.

1.1.3. B pe3ynbTaTe ocBOoeHUs MPOPECCUOHATBHOTO MOYJISI CTYICHT JTOJIKEH:

UMCETb

- YCTaHOBKH, HACTPOMKH MPOTPAaMMHBIX CPEJCTB 3aIUThHl HHPOpMAIK B

TIPAKTHYECKUH aBTOMAaTU3UPOBAHHON CUCTEME;

OIIBIT

- oOeCreyeHnsT 3allluThl ABTOHOMHBIX aBTOMATU3MPOBAHHBIX CHUCTEM
POTPaMMHBIMH U TIPOTPaMMHO-AIIaPaTHBIMU CPEACTBAMH;

—  TecTUpoBaHMs (QYHKIIHM, TUATHOCTHUKA, YCTPAHEHHS OTKA30B
U BOCCTAHOBIICHHSI PaOOTOCIIOCOOHOCTH NPOTPAMMHBIX W TPOTPaMMHO-
amrmapaTHBIX CPEJICTB 3alIUThl HH(POPMAIIHH;

- pemenust 3amad 3ammtel oT HCJI x umHpOpMammu OrpaHUYEHHOTO
JIOCTYTIA C TOMOIIBIO MPOTPAMMHBIX U MPOrPaAMMHO-AIAPaTHBIX CPEICTB
3amuTHl HTHGOPMAITUH;

- IPUMEHEHHS AIIEKTPOHHOH IO JIITUCH, CHMMETPUYHBIX
ACMMETPUYHBIX KPUIITOTPAPUUSCKIX AITOPUTMOB, U CPEICTB IHU(POBAHHUS
JTAHHBIX;

- yuéra, 00pabOTKH, XpaHEHHUs U Nepenadyud MHPOopMaluu, A KOTOPOH
YCTaHOBJIEH PEXXUM KOHPHUICHIIMATBHOCTH, UHDOPMUPOBAHUE NePCOHANA 00
yeposax bezonacHocmu uHgopmayuu™®;

- paboThI ¢ MOJCHCTEMaMH PETUCTPALIMH COOBITHH;

- BBISIBIICHUSI ~ COOBITMH M MHIMICHTOB  0OE€30MacHOCTH
aBTOMAaTU3UPOBAHHON CUCTEME;

- npUMeHeHUs. MeXHOI02UU PUIbMPAYUU PASTULHBIX 8UO08 mpaguKa; *

- ocyuecmensams QuiIbmpayuro nepexeavenHHo2o mpagurxa 0is NOUcKd
HAUOEHHbIX UHYUOEHMO8, 8bl0ayy paspeuleHus/3anpeujerus Ha 00CmasKy
OnpeoeseHHbIX OAHHBIX, AHAIU3 COOEPAHCUMO20 NEPEXBAYEHHO20 Mpaghura ¢
Yenvlo BblAGNEeHUs HAPYUWEHU KOPNopamueHol NOJUMmMuKy 0e30nacHocmu,
ouacHocmuxy pabomocnocoonocmu, u m.n.*

yMEThb

— yCTaHaBIMBaTh, HAacTpauBaTb, MNPUMEHITb  IPOrpPaMMHBIC
MPOrpaMMHO-AMIapaTHRIE CPEACTBA 3aIIUTH HHPOPMAIINH;

—  yCTaHaBJMBaTh W HacTpauBaThb CPEACTBA AHTHUBUPYCHOW 3alUTHI B
COOTBETCTBHH C MPEABSABISIEMbIMUA TPEOOBAHUSIMU;

—  JIMarHOCTHPOBATH, YCTpaHATh OTKa3bl, o0ecrneunBaTh
paboTOCTIOCOOHOCTh M TECTHUPOBaTh (YHKIUU MPOrPAMMHO-AIMIAPATHBIX
CPEICTB 3aIIUThI HH()OPMALIUU, NPOBOOUMb MOHUMOPUH2, AHAIU3 U CPABHEHUE
aghexmusnocmu NPoOSPAMMHO-ANNAPAMHBIX CPEOCME 3aujumol UHDOpMAYUU
8 ONEePaAYUOHHBIX CUCTEMAX,




—  TPUMEHATh IPOrpaMMHBIE W MPOrpaMMHO-aINapaTHbIE CPEACTBA IS
3amuThl HHGOpMANUY B 6a3aX JaHHBIX;

— TpOBEpATh BHINOJHEHHE TpeOoBaHUI Mo 3ammre UHPOPMAIUU OT
HECaHKIIMOHUPOBAHHOTO JoCcTyma npu aTTecTaluu 00BEKTOB
nH(popMaTH3aIK 0 TPEOOBAHUAM O€30IaCHOCTH HH(POPMAITIH;

—  NPUMEHSATh MaTeMaTHYeCKUM anmapar TUISt BBITIOJTHEHUS
KpUNTOTpaguuecKuX npeoOpa3oBaHmii;

—  HCIIOJIb30BaTh THIOBBIE IPOrpaMMHBIE KpUIITOrpaUuecKue cpeicTBa, B
TOM YHCIIE IEKTPOHHYIO MOATHKCH;

—  MPUMEHSTH CPEJCTBA TAPAHTUPOBAHHOTO YHUUTOXKECHUS HHPOPMAIIHH;

—  yCTaHaBIIMBaTh, HACTPAUBATh, IPUMEHSATH IPOrpaMMHbBIE U
IPOrpaMMHO-AMIapPaTHRIE CPEACTBA 3aIIUTH HHPOPMAIIHH;

—  OCYIIECTBJISITh MOHUTOPUHT U PETUCTPALIUIO CBEJCHUN, HEOOXOIUMBIX
JUIS 3allUThl 0OBEKTOB HMH(OpMaTHU3alMM, B TOM YHCJE C HCIOJIb30BAaHHEM
MPOrpaMMHBIX W TIPOTPaAMMHO-aNMNapaTHBIX  CPEIACTB  OOHApyKCHHS,
MpeynpeKACHUS U TUKBUIAIINH TTOCIEICTBUN KOMITBIOTEPHBIX aTak;

- 0popmaAMY IKCHILYAMAYUOHHYIO OOKYMEHMAYUIO NPOSPAMMHO
annapammusix cpedcms 3auumaol uHgopmayuu, *
- onpedenamy yeau u 3a0ayu 8 usyyeHuu npoekma, *

-paspabamuléams HOAUMUKY UHDOPMAYUOHHOU 0OE30NACHOCMU HA OCHO8€
camocmosamenvbHol Kiaccugukayuu 006veKmoes 3auumal;

- ocywecmenams  YCMAaHOBKY, — pA36Eépmuvleéanue,  HACMPOUKY U
ucnonvzosanuem DLP-cucmem. *

3HATh

— O0COOCHHOCTH W CIIOCOOBI MPUMEHEHHS MPOTPAMMHBIX U MPOTPaAMMHO-
anmapaTHBIX CPEICTB 3alllUThl MH()OPMAIIUK, B TOM YHCIE, B ONEPAIMOHHBIX
cUcTeMax, KOMITBIOTEPHBIX CETsX, 0a3ax JaHHBIX;

— METOABl TECTHPOBaHUS (YHKIHMA OTACTBHBIX MPOTPAMMHBIX U
pOTrPaMMHO-aIIaPaTHBIX CPEJCTB 3alIUThI HH()OPMAIIHH;

— TUIOBBIE MOJICN YIPABICHHUS JOCTYIIOM, CpEACTB, METOIIOB U
IPOTOKOJIOB UACHTU(UKALUY U Ay TEHTH(PUKALINY;

— OCHOBHBIC TMOHSTHS KPHUITOTPa(UU M THUIIOBBIX KPHUITOTIPAPUUSCKHX
METOJIOB W  CPEACTB  3almlUThl  MHOOpMAIMH, oOwue  NPUHYUNDBL
QYHKYUOHUPOBAHUL CPEOCME 3awumyvl UHoOpMayuu, 6 mMoM uHucie u
Kpunmozpaguueckou sauumol ungpopmayuu™®;

— O0COOCHHOCTH W CIIOCOOBI MPUMEHEHHS MPOTPAMMHBIX U MPOTPAMMHO-
ammapaTHBIX CPEICTB TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(OPMAIIUH;

— THUIOBBIE CPEICTBA U METOJbl BEACHUS ayAHTa, CPEACTB M CIIOCOOOB
3alIUThl THPOPMAIIMH B JIOKATBHBIX BEIYUCIUTEIBHBIX CETSIX, CPEIICTB 3AIIUTHI
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

— meopemuyecKue OCHOB8bl KOPROPAMUBHOU 3Aujumvl UHGOpMAyUU om
seHympennux UT-yepos,; *

~ MEMOOUKY NpoGedeHUe 6Cec0 KOMNIEKCA MEeXHUYeCKUX Meponpusimull
nO aHanuszy HNOMOKO8 OAHHBIX, KAK YUPKVAUPYIOWUX BHYMPU Nnepumempa
3auuwaemou  UHQGOPMAYUOHHOU CUCTEeMbl, MAK U NepPecekarnyux e2o;

cospeMmeHHble CMaHOapmbl U cpedcmed KOpnopamuenoul 3auumaol. *

*eapuamueHaﬂ yacmov




1.2. KonnuecTBO 4acoB, 0OTBOANMOE Ha OCBOCHHUE MPOGECCHOHATEHOTO MOIYJIS

Bcero wacos 836, B Tom unciie B hopme mpakTuaeckoi moaroroBku 500 gaca.
N3 aux Ha ocBoernne MJIK 536 gac.
B TOM 4YHCIIE caMocTosATeNbHas padoTta 20 yac.
[TpakTuku, B TOM uncine yueOnas 144 yac.
POU3BOACTBEHHAs (110 MpoduiIio creruanbHocTh) 144 yac.

Dk3ameH 1o Moayiro 12 yac.



2. CTpyKTypa u coaepkanne mpoPpecCUuOHATLHOTO MOIY IS

2.1. CtpykTypa mpodeCCHOHATIEHOTO MOYJIS

O06beM mpodeccnoHaTFHOTO MOYJIS, aK.4uac.

S
&
§ Pabora oOyuaronuxcsi BO B3aMMOJICHCTBHH C MPEMOAaBaTEIeEM CaMocTos
v ©
= TeJIbHAs
HaumeHnoBanus CyMNfap 2 = Obyuenue no MIIK [TpakTHku 6
Konsr ASTICITOR HBIN _% = B mom uucne paoora
KOMIICTEHITH pas 00beM m % KYpPCOBBIX
9 npoheccuoHaIbHOTO . 2
i OIS Harpy3Ku : S Beero MpoMeskyTon nabopatopH pabort
Y , 4ac. m Z P Y BIX U (IIpOEKTOB) ITpousson
E Hasl VYuyebHast
> MPAaKTHYECK CTBEHHAs
= aTTecTauus .
= UX 3aHATHHA
1 2 3 4 5 6 7 8 10
K 2.1 - Pazpnean 1.
IIK 2.6 IIpumenenue
OK01-OK | mporpaMMHE i 328 172 232 18 70 30 72 _ 6
11 IIPOrpaMMHO-
ammapaTHBIX CPE/ICTB
3alIUTHl HH(OpMAIHH
[IK 2.4 Paspnea 2.
OK 01-OK Kpunrorpaguueckue 216 104 156 18 63 i 36 i 6
11 CpEICTBA 3aLIUTHI
uHpOpMaLUU
K 2.1 - Paspnean 3.
IIK 2.4, IIK | KopniopaTuBHas 3amura
2.6 OK01- OT BHYTPEHHHX YIpO3 136 80 92 44 - 36 - 8
OK 11 UH(POPMALIMOHHOM
0€30MacHOCTH




IIK 2.1 - [IpousBoacTBeHHast
K 2.6 npakTHKa (1Mo mpoQuITro
OK 01-OK CHGLII/IaJIbHOCTI/I) 144 144 144
11
DK3aMeH 10 MOJYJIIO 12 12
Bcero: 836 500 480 48 182 30 144 144 20




2.2. TemaTndeckuii TUIaH U cofiepKaHne MPOPECCUOHAITBHOTO MOIYJIS

HaumenoBanue pasnenos

po¢eCCHOHATBHOTO Coneprkanne ydeOHOT0 MaTepuana, O6bem
moxayast (ITM), nabopaTopHbIE U MPAKTUIECKUE 3aHATHS, CAMOCTOSATEIbHAS pad0Ta CTYJACHTOB, KypPCOBOU MPOEKT
MEXKIUCITUTITHHAPHBIX (pabota) Hacos
kypcoB (MJIK) u Tem
1 2 3
Pa3nea 1 IIM.02. IIpumMeHeHre IPOTPAMMHBIX M IPOrPAMMHO-ANINIAPATHBIX CPE/ICTB 3alIUTHI HHpOpMALHHT 328
MK.02.01. ITporpaMmMHbIe ¥ TPOrPAMMHO-aNNAPATHbIE CPECTBA 3alIIMTHI MH(OpMaIUU 256
Pa3znesn 1. OCHOBHbIE IPUHIUIIBI IPOTPAMMHOI M IPOTPAMMHO-ANINAPATHOM 3a1UTHI HHGOpMAIK 44
Tema 1.1. Ilpenmer u Copepxanue 6
3a/iath HpOrpaMMHO- 1.Ilpenmer u 3a1a4u NPOrpaMMHO-aNIapaTHON 3aIIUThl HH()OPMALUH
ang)afaTgon SalliThl 2.OCHOBHBIE TTOHATHSI POTPAMMHO-aNMAaPATHON 3aIIUTH HH(OPMAITIH 6
HHGopmatH 3.Knmaccudukarys METOIOB U CPEICTB MPOTPaMMHO-AIIIAPaTHOM 3alTUThI HH(pOpMaIuu
B Tom uncie mpakTH4ecKuX U J1abOpaTOPHBIX 3aHATUI -
Tema 1.2. Ctanmaptsl Conepxanne 10
0e30macHOCTH 1. HopmaTuBHbIE IpaBOBBIE aKThl, HOPMATUBHBIE METOANUYECKNE JOKYMEHTBI, B COCTaB KOTOPBIX BXOJAT
TpeOOBaHUS ¥ PEKOMEHAALINH MO0 3alluTe HHPOPMAIH IPOTPAMMHBIMU M IPOTPaMMHO-aNapaTHEIMU
cpeactBamu. [Ipoduiy 3aUThl IPOrpaMMHBIX U IPOTPAMMHO-AMIIAPATHBIX CPEACTB (MEKCETEBbIX
9KPaHOB, CPEJICTB KOHTPOJIS ChEMHBIX MAIIMHHBIX HOCUTENEeH HH(OPMALIUHU, CPEICTB TOBEPEHHOMN 4
3arpy3KH, CpeJICTB aHTUBUPYCHOM 3aIUTHI)
2.Cra"zmapTsl 1O 3a1uTe UHPOPMAIIMH, B COCTaB KOTOPBIX BXOJAT TPeOOBaHMS U PEKOMEHIALIUU 110
3anTe THPOPMALIMU MPOTPAMMHBIMHU U TPOTPAMMHO-aNIIAPATHBIMHU CPEJICTBAMH.
B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 6
1. Ilpaktuueckoe 3ausiTHe «O030p HOPMATUBHBIX PABOBBIX aKTOB, HOPMATUBHBIX METOJAUYECKUX
JOKYMEHTOB TI0 3aIIUTe HH(OPMAINH, B COCTaB KOTOPBIX BXOJAT TPEOOBaHUS U PEKOMEHIAINU IO 4
3anUTe UH(pOpMaIMK MPOrPaMMHBIMH U ITPOTrPaMMHO-AMIapaTHBIMU cpeacTBamu. Pabota ¢
COACPKAHUCM HOPMATHBHBIX IIPABOBBLIX AKTOBY.
2. IIpaktraeckoe 3ausTue «0030p cranmapToB. PaboTa ¢ comepxaHueM CTaHIAPTOBY 2




Tema 1.3. 3amuienuas
aBTOMATHU3UPOBAHHAS
cucremMa

Conepxxanue

10

1.ABTOMaTH3a1Ms mporecca 00paboTku HHGOPMAITIH

2.IloHsiTHE AaBTOMAaTU3UPOBAHHON CUCTEMBI.

3.0cobeHHOCTH ABTOMATU3HWPOBAHHBLIX CUCTCM B 3alIIUINCHHOM MCIIOJTHCHHUH.

4.0OcuoBHEIe BUALI AC B 3alAIIIEHHOM HUCIIOJITHEHUH.

5.Metoasl co3ganus 0€30IMaCHbBIX CUCTEM

6.MeTo1070THsI MPOEKTUPOBAHUS TaApaHTUPOBAHHO 3anuieHHbIX KC

7. JIUCKpELIMOHHBIE MOJEIIH

8.MaHgaTHBIE MOJEIH

B ToM yncie mpakTHYeCKHX U J1a00paTOPHBIX 3aHATHHA

1. IlpakTuueckoe 3aHsATHE «YUeT, 00paboTKa, XpaHeHue U nepeaada uadopmaruu B AUC.
OrpanuyeHue A0CTyna Ha BXoJ B cucteMy.MnenTudukanus u ayreHTu(uKanus noiabp30BaTeseH.
Pasrpanuuenue nocrymnay.

2. Ilpaktuueckoe 3anstue «Peructpanus coobrTrii (ayauT). KOHTpOIIb 11€I0CTHOCTH JaHHBIX)»

3. IlpakTrueckoe 3aHATHE «Y HUUTOKEHUE OCTaTOYHOU HH(popManuu. YipaBiaeHHE TOTUTUKON
oe3omacHocTH. 111a0moHBI 6€30MaCHOCTI

Tema 1.4.
HecTabmmmsupyroriee
BO3/ICHCTBUE HA OOBEKTHI
3aIIUTHI

Conepxxanue

1.MIcTOYHUKH 1eCTaOUIN3UPYIONIETO BO3ICHCTBHS HA OOBEKTHI 3aIIUThI

2.Crioco0bl BO3/ICHCTBHSI HA HH(POPMAITHIO

3.IIpuyuHbI B YCIOBUS AECTAOMIU3UPYIONIETO BO3ACHCTBUS HA HH(DOPMAITHIO

B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA

1. HpaKTqucxoe 3aHATUC «Pacnpe;[eneHHe KaHaJIOB B COOTBCTCTBHUHU C HICTOYHHKAMU BO3H€ﬁCTBHﬂ Ha

uHOOpMAITHIOY

Tema 1.5. IlpuHnnmel
MIPOTPaMMHO-aNIapaTHON
32U TH UH(OPMAIHH OT
HECAHKIIMOHUPOBAHHOTO
JOCTYyTIa

Conepxxanue

10

1.[ToHsITHE HECAHKIIMOHUPOBAHHOTO JIOCTyNa K HHGOpMaIuu

2.0cHoBHBIE T0X0bI K 3amuTe nHpopmarmu ot HCJI

3.Opranuzanus noctyna K (aiiyiaM, KOHTPOJIb JOCTYIIa U pa3rpaHUYEHUe JOCTYIa, HEPAPXUICCKUN

J0CTYT K (aitnam. Pukcanus JocTyna K daitnam

4. JlocTyn K JaHHBIM CO CTOPOHBI MpoLecca




5.0co0eHHOCTH 3aIIUTHI JaHHBIX OT n3MeHenus. llludposanue.

B ToM 9mcie npakTHYeCKuX ¥ JJA0OPaTOPHBIX 3aHATHHA

S

1. IIpakTuueckoe 3ansTHe «Opranuzanus 1ocTyna K aiimam»

2. Ilpaktuueckoe 3ansiTue «O3HAKOMIICHHE C COBPEMEHHBIMU IPOTrPAMMHBIMHU U TIPOTPAMMHO-
anmapatHbiMu cpeacTtBamu 3amuThl oT HC Iy

Pa3znes 2. 3amura aBTOHOMHBIX ABTOMATH3UPOBAHHBIX CHCTEM

54

Tema 2.1. OCHOBBI 3aIIIUTHI
ABTOHOMHBIX
ABTOMATU3UPOBAHHBIX
CHCTEM

Conepxxanue

1.PaboTta aBToHOMHOM AC B 3aIIUIIIEHHOM PEXXHUME

2.Anroputm 3arpy3ku OC. llltatHble Cpe/icTBa 3aMbIKaHUSI CPEIbI

3.Pacmimpenue BIOS kak cpeAcTBO 3aMbIKaHHsI TPOTPAMMHOM Cpebl

4.Cuctembl THIIAa DJIEKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKOM LIETIOCTHOCTH ITPOrpaMMHOi cpeabl. [lonsaTue
AM/I3 (moBepeHHas 3arpy3Kka)

5.IlpuMeHeHue 3aKiai0K, HalPaBICHHbBIX Ha CHIDKEHUE 3()()eKTUBHOCTHU CPEJICTB, 3aMBIKAIOIINX
cpeny.

B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA

Tema 2.2. 3ammra
porpamMM OT U3yUCHHSI

Conepxxanue

1.M3ydenne u oopatHoe mpoekTuposanue [10

2.Cnoco6s! n3yuenus I10: craTuueckoe U TMHAMHYECKOE U3yUeHHE

3.3aga4u 3alMTH OT H3YYECHUSI M CTIOCOOBI UX PEIICHUs

4 .3ammra OT OTJIadKH.

5.3ammra oT Au3acceMOIMPOBAHUS

6.3a1uTa OT TPACCUPOBKH IO MPEPHIBAHUSIM.

B ToM ymcie mpakTHYeCKUX U J1a00paTOPHBIX 3aHATHHA

Tema 2.3. Bpenonocnoe
nporpaMMHoOe oOecrieyeHre

Conepxanne

1.BpennonocHoe nporpaMMHoe o0ecredeHne Kak 0coOblii BU pa3pyIIaloNIiX BO3ICHCTBHH

2.Knaccudukaius BpeZJIoOHOCHOTO ITporpaMMHOTO obecrieuenus. Cxema 3apakenus. CpeacTa
HelTpanm3zanun BpeoHocHoro T10. IpodunakTuka 3apaxeHus

3.ITouck cnenoB aktuBHOCTH BpemoHOoCcHOTO [1O. Peectp Windows. OcHOBHBIE BETKH, COJIEpKAIIINC
uHopmanuio o BperonocHoM I10. JIpyrue o0bekThI, conepxkamue nahopmaruio o Bpegonocuom [10,
daiinsr prefetch.




4.bot-uetsl. lpuHimn GyHKIMOHHPOBaHUs. MeTo1bl 00HAPYKEHHSI

5.Knmaccudukarys aHTUBUPYCHBIX cpeicTB. CUTHATYPHBINA U SBPUCTUYCCKUN aHAIN3

6.3amuTa OT BUPYCOB B "pyyHOM pexume”

7.0cHOBHbBIE KOHIETIMH MOCTPOCHHSI CUCTEM aHTHUBUPYCHOW 3alIUTHl HA MPEANPUATUU

B ToM 4mcie mpakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHM 2
1. IIpakTtuueckoe 3anstue «lIpumenenus cpeacts ucciuenoBanus peectpa Windows st HAX0XKICHHS )
CJI€JI0OB aKTUBHOCTH BpeOHOCHOTO [1O»
Tema 2.4. 3amura Copepxanue 8
MPOTPaMM U JaHHBIX OT 1.HecankunonupoBanHoe konupoBanue nporpamm kak tun HC/L
HECaHKIMOHUPOBAHHOI'O 2.JOpunnyeckue acreKThl HeCAaHKITMOHUPOBAHHOTO KOMTMPOBaHMs rporpamm. OO1iee MOHATHE 3aIIUTHI
KOIUPOBAHUS OT KOIIMPOBAHHS. 4
3.IIpusszka [1O k annmapaTHOMy OKpPY>KEHUIO U HOCUTEIISIM.
4.3amuTHBIE MEXaHU3MBI B COBPEMEHHOM MPOrpaMMHOM oOecrnieueHn Ha mpumepe MS Office
B ToM 4mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 4
1. IIpakTrueckoe 3aHsATHE «3alMTa HHPOPMALIUK OT HECAHKIIHOHUPOBAHHOTO KOITUPOBAHUS C )
HCIOJIb30BaHUEM CHELMATU3UPOBAHHBIX IPOTPAMMHBIX CPEJICTBY
2. IlpakTHueckoe 3aHsATHE «3alUTHBIE MEXaHU3MbI B IPUIIOKeHUAX (Ha mpumepe MSWord, MSExcel, )
MSPowerPoint)»
Tema 2.5. 3amura Conepxxanue 14
uHpopManuu Ha MamMHHBIX | 1.ITpobiema 3anmThl 0TUyKaaeMbIx KoMImoHeHTOB [I9BM.
HOCHUTEJISIX 2.Metoap! 3amuThl HHGOpMAIMK Ha OTUYk1aeMbIX HocuTelsix. udpoanue.
3.CpencTBa BoccTaHOBIICHHUS ocTaTouHoi nHpopmanuu. Coznanue nocekTopHbix oopazos HXXKM/L.
4 .IlpuMeHeHue CpPeICTB BOCCTAHOBIICHUS OCTATOYHON MH(OPMAIUU B CyACOHBIX 6
KPUMHMHAIUCTUYECKUX SKCIEPTU3aX U MPHU pacciieloBaHUK MHIMAeHTOB. HopmaTuBHas 6a3a,
JIOKYMEHTHPOBAHHE PE3YJIbTATOB
5.be3Bo3BpaTHOE yaajleHHe NaHHbIX. [I[pUHIUIIBI U AJITOPUTMBL.
B ToM 4mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 8
1. IIpakTuueckoe 3anstue «IIpumMeHeHne cpeacTBa BOCCTAHOBICHUS! OCTATOYHOM HH(pOpMAIUK Ha 2
npumepe Foremost unu ananora
2. Tlpaktuueckoe 3anstue «lIpuMenenne cnenuanTu3upPOBaHHOTO TPOTPAMMHOTO CPEACTBA ISt 2

BOCCTaHOBJICHHUS yTAJICHHBIX (haiiiioBy




3. IpaxTtuueckoe 3ausTHe «lIpumMeHeHne nporpamm st 6€3BO3BPATHOTO YAAJICHUS JAHHBIX» 2
4. Tlpaktuueckoe 3anarue «[Ipumenenne nporpamm 1iis IK(GPOBAHUS TaHHBIX HA ChEMHBIX 2
HOCUTEISIX»
Tema 2.6. AnnapatHsle Copepxanue 4
cpencTBa uaeHTHGuKanyy 1 | 1. TpeboBaHUs K anmapaTHbIM CPEICTBAM UACHTU()UKAIIMN U Ay TCHTU(PHUKAIIUY MTOJIh30BATEICH,
ayTeHTU(UKaUU npuMeHsieMbM B 33 u AIIM/13 4
H0JIb30BaTeICH 2.Yerpoiicta Touch Memory
B ToM yncie mpakTHYeCKHX U 1a00paTOPHBIX 3aHATHHA -
Tema 2.7. CucteMebl Conepxanne 8
OOHapy KeHHs aTak 1 1.COB u COA, otnnuus B pynkuusix. OcHoBHbIe apxutekTypbl COB
BTOPXKCHUI 2.Mcnonbs3oBanue ceteBbix cHuddepon B kauecte COB
3.Annapatssbiii komnoHeHT COB
» 4
4.ITporpammusbiii komnoHeHT COB
5.Mopenu cuctembl 0OHapykeHUs BTopkeHnid, Kitaccudukamms cuctem oOHapyKeHHsI BTOPYKEHHUH.
Oo6napyxenue curnaryp. O6HapykeHue anomanuii. Jlpyrue MeTo il 00HApYKEHUSI BTOPKCHHIA.
B ToM 4mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 4
1. Ilpaktnueckoe 3aHsTHE «MoOIenMpoOBaHUE MPOBENCHNUS aTaku. 3ydyeHne MHCTpyMEHTaIbHBIX 4
CpeAcTB 00OHAPY>KEHUs] BTOPKEHHID)
Pa3nea 3. 3amura nHGOpPMAIMH B JTOKAJBHBIX CETAX 12
Tema 3.1. OcHOBEI Conepxanne 4
IIOCTPOEHHUS 3alLUIIIEHHBIX 1.Cetn, paboTaromye 1o TeXHOJIOTHH KOMMYTAITMH [TAKETOB
ceTent 2.Crek npotokosioB TCP/IP. OcobeHHOCTH MapIIPYTH3ALIH.
3.1ITaTtHBIC cpeacTBa 3amUThl HHGOpManwK cTeka npotokoiaoB TCP/IP. 4
4.CpencrtBa HIeHTH(PHUKAINY U ayTeHTU(PUKAIIMU Ha pa3HbIX ypoBH:IX npoTtokona TCP/IP,
JIOCTOUHCTBA, HEJIOCTATKU, OTPaHUYEHHSL.
B ToM ymcie mpakTHYeCKHX U J1a00paTOPHBIX 3aHATHHA -
Tema 3.2. Cpencrtpa Conepxanne 8
opranuszamuu VPN | .BupryanpHas yactHas ceTb. PyHKIIMHM, Ha3HAUYEHUE, IPUHIUI IOCTPOEHUS 4

2.Kpunrorpaduueckne u HeKkpuntorpapudeckue cpeacTra opranuzanun VPN




3.YcrpoiicTBa, o0pazyroure VPN. Kpuntomapuipytuszarop ¥ KpunTOQUIbTp.

4.Kpunropoytep. [IpuHIMIBL, apXUTEKTYpa, MOAEIb HAPYIIUTENs], TOCTOMHCTBA U HEAOCTAaTKU

5. Kpunropunptp. IIpHHIHKIIEL, apXUTEKTYpa, MOJIEIb HAPYIIUTEs, JOCTOMHCTBA M HEJOCTATKU

B ToM 4mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA

1. Ilpaktuueckoe 3ansitue «Pa3zpepreiBanue VPN

IIpomexyTrounas arrecranus B popme auddepenunposantoro 3avera no MJAK.02.01

Paznea 4. 3amura undgopmanum B ceTsix 0011ero J0CTyna

Tema 4.1. OOecrieueHue
0€30ITaCHOCTH MEXKCETEBOTO
B3aUMOJIENCTBUS

Conepxxanue

1.Metozs! 3ammThl HHGOOPMAITUU TTPH pabOTE B CETSIX OOIIETo JIOCTYTA.

2.MesxcereBble 9kpanbl Tuma firewall. JlocTouHCTBa, HEOCTATKH, peaan3yeMble TOTUTUKH
0€e30I1aCHOCTH

3. AuddepeHnnpoBaHHbIi 3a4eT

4.0cnHosuble Tunsl firewall. CumMmMeTpuusble 1 HecuMMeTpuuHble firewall.

5.¥Ypogens 1. [TakeTHbIe GUIBTPHI

6.YpoBeHb 2. GuibTpanys ciryk0, MOUCK KIFOUEBBIX CJIOB B Telie TAKETOB HA CETEBOM YPOBHE.

7.YpoBeHsb 3. Proxy-cepBepa NPUKIATHOTO YPOBHS

8.01H0XOCTOBBIE M MYJIBTHXOCTOBBIE firewall.

9.OCHOBHBIE THIIBI APXUTEKTYP MYJIbTHXOCTOBBIX firewall. TpeboBaHus K KaXKAOMY XOCTY HCXOS U3
APXUTEKTYPhI U BBIOJHSIEMbIX QYHKIMN

10.TpeGoBanusi 10 cepTUPHUKALIMHA MEKCETEBBIX IKPAHOB

B ToM 4mcie nmpakTHYeCKuX ¥ Ja0OpaTOPHBIX 3aHATHHA

S

1. IIpaktuueckoe 3anstue «M3yuenue u cpaBHenue apxurektyp Dual Homed Host, Bastion Host,
Perimetry.

2. Tlpaktnueckoe 3aHsaTue «M3yueHne pa3IinyHbIX ClIOCOOOB 3aKPHITUS "OMACHBIX" TOPTOBY

Paznea S. 3amura undgopmanun B 6a3ax JaHHBIX

10

Tema 5.1. 3amura
uHpopmalu B 6azax
TAHHBIX

Conepxxanue

10

1.OcHOBHBIE TUIBI YTPO3. Mo€Ib HAPYIIUTENS

2.CpenctBa uaeHTHGUKAIMY U ayTeHTU(G KAy, YpaBieHHE JOCTYIIOM

3.CpencTBa KOHTPOJIS IIEIOCTHOCTH MH(OpMAINK B 6a3ax TaHHBIX

4.CpencTBa ayiuTa U KOHTpoJIs Oe3omacHoCTH. Kputepun 3anuieHHocT 6a3 JaHHbIX

5. Ilpumenenne kpunTorpaguuecKux CpeACTB 3aluThl HHQOpMammu B 0a3ax JTaHHBIX




B ToM yncie mpakTHYeCKUX U J1a00paTOPHBIX 3aHATHHA 4
1. Ilpaktrueckoe 3ansatue «M3yuyenne mexann3mMoB 3amutel CYBJI MS Access» 2
2. Ilpaktuueckoe 3ansitue «M3yuyenne mratubix cpeacts 3amutbel CYBJI MSSQL Server» 2
Paznesn 6. MOHMTOPHUHI CHCTEM 3aIIUTHI 68
Tema 6.1. MoHUTOpPUHT Conepxanne 8
CUCTEM 3allUThI 1.ITonsaTHe 1 000CHOBaHME HEOOXOIUMOCTH UCIOIB30BAHNS MOHUTOPHHTA KaK HEOOXOMMOit
KOMIIOHEHTbI CUCTEMBI 3allIUThl HH(GOpMaLUU
2.0cobeHHoCTH (hpUKCAIK COOBITUH, MOCTPOSHHBIX HA Pa3HBIX MPUHLUIAX: CETH C KOMMYTaIUeH
COCIMHEHMH, ceTh ¢ KommyTanueit makeros, TCP/IP, X.25
3.Knaccugukanus oTciexxuBaeMbix coObITHd. OcOOEHHOCTH MOCTPOCHUS] CUCTEM MOHMTOPUHTA 6
4. VIcTouHUKU MHPOPMAIMH [T MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTUYECKHE XapaKTEPUCTUKU
Tpaduka yepez MD, mpoBepKa pecypcoB 0OLIETO MOJIb30BAHMSL.
5.Knmaccudukarus ceTeBbIX MOHUTOPOB
6.CucteMbl ynpaBiieHus: COObITUAME UH(DOpMAIMOHHOM Oe3omacHocTH (SIEM).
0630p SIEM-cucteM Ha MUPOBOM M POCCHHCKOM PBIHKE.
B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 2
1. Ilpaktnueckoe 3ausTue «V3ydeHue u CpaBHUTEIbHBIM aHAIN3 PACIPOCTPAHEHHBIX CETEBBIX
MoHuTOpoB Ha npumepe RealSecure, SNORT, NFR unu npyrux ananoros. [Ipoeaenue ayauta JIBC 2
ceTeBBbIM CKaHepoM (Ha mpumepe MaxPatrol 8)»
Tema 6.2. M3yuenue mep Conepxanne 4
3alIUTHl UH(OpPMAIUY B 1.M3yuenue TpeGoBaHui 0 3amuTe HHHOPMAINK, HE COCTABIISIONIEH TOCYAapCTBEHHYIO TaliHY. )
nH(})OPMAITMOHHBIX N3yuenue Meroanyeckux 1okyMeHToB @CTOK no nprumeHeHno Mep 3aliuThI.
cucTemax B ToM yncie mpakTHYeCKHX U 1a00paTOPHBIX 3aHATHHA 2
[TpakTrueckoe 3ausaTue «BriGop Mep 3amuThl HHGOPMALIUKU I UX pealn3alii B HHOOPMALMOHHON
cucreMe. BEI60p COOTBETCTBYIOIMX MPOrPAaMMHBIX U IIPOTPaMMHO-AIMIAPATHBIX CPEJICTB U 2
PEKOMEHIALMI IO X HACTPOUKE).
Tema 6.3. U3yuenue Copepxanue 8
COBPEMEHHBIX NPOrpaMMHO- | He mperycMOTpeHo -
armapaTHbIX KOMIIJICKCOB. B ToM 9mcie nmpakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 8
[IpakTnueckoe 3aHATHE «Y CTAHOBKA U HACTPOMKA KOMIUIEKCHOTO CPEJCTBA HA IPUMEPE 2

SecretNetStudio (yueOHast TUIIEH3US) WIH IPYTUX aHAIOTOBY




[IpakTrueckoe 3aHsATHE «Y CTAHOBKA M HACTPOMKA MPOrPAMMHBIX CPEACTB OLICHKU 3alUIEHHOCTH U
ayauTa HHPOPMAIIMOHHON 06€30MacHOCTH, W3yueHHe (PYHKIMN 1 HaCTPOIKa PEKMMOB paOOTHI Ha
npumepe MaxPatrol 8 uiu 1pyrux aHajaoroBy

[TpakTrueckoe 3ansaTue «M3ydenne TUIOBBIX pemeHui 1yt moctpoeruss VPN Ha mpumepe VipNet win
JPYTUX aHAJIOTOBY»

[TpakTrueckoe 3ansaTHE «/3yueHne COBpPEMEHHBIX CUCTEM aHTHBHUPYCHOM 3aIlIUTHl HA IPIMEpE
KopriopaTuBHbIX peuieHnid KasperskylLab nin qpyrux aHajioroB»

[Tpaktruueckoe 3anstue «M3ydenne GpyHkimonanra u oonacrei npumenenns DLP cuctem Ha mpumepe
InfoWatchTrafficMonitor nin Jpyrux aHaJIOroOB»

Tema 6.4
U3yuenue npoepammno-
annapamuvix cpeocmae

3awumul ungopmayuu OKF
CAIIP*

Conepxanne

48

1.Ilnardpopmennsie pemenus OKb CAITP

2.JloBepeHHas 3arpy3ka Ha 6aze Akkopa-AM/I3

3.Uurerpamus C31 HCJI ¢ koHTposieM TOCTyna ¥ BUICOHAOIIOICHUEM

4.JIpumenenue ITAK Akkopa [uist pa3rpaHudeHHst JOCTyNa K IaHHBIM

5.IIporpaMMHO-anmapaTHbIi KypHaI
6 TTAK «MHJI»

7.Pabota c cuctemoii yrpaBiaeHust cOObITUsIME HHpOopManmonHo# 6e3omacHoctr (MaxPatrol SIEM).

40

B ToM 4mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA

[IpakTnueckoe 3aHATHE «Y CTAaHOBKA U HACTPOMKA MPaB NOJIb30BaTENs U aqMUHKUCTpaTopa B AM/I3
Axkopa GX . U3yuenne ocobenHoctel 3amuTHBIX GyHKImid  AMJI3 Axkopa GX»

[Ipaxruueckoe 3ausaTue «Padora ¢ 3anmmeHHbM cinykednpiM HocutesieM OKB CAITP Cekper
Ocob60oro Ha3HaYeHUs. Y CTAHOBKA W HACTPOMKA MTOJIUTHK).

[Ipaxruueckoe 3ausaTue «Padora ¢ 3ammmeHHbM cinyxednsiM HocutesieM OKB CAITP Cekper
Ocoboro HazHaueHus1. Mzyuenne ocoOEHHOCTEH pabOTHI C 3aIIUIIIEHHBIM CEKTOPOM  HAKOIUTENS
Cekper Oco00ro Ha3HAUYCHUSDY

[Tpaxtrueckoe 3anstue «Pabdora ¢ 3amuieHHbIM ciry)eoHpIM HocuTeneM OKB CATIIP Cekper
Oco00ro Ha3HAYCHUSD

[IpumepHas TemMaTHKa BHEAY IUTOPHOU CAMOCTOSITEILHOM paboThI, pedepar Ha TEMBI:
W3ydenue HOBBIX TEXHOJIOTHI XpaHEeHHs HH(POPMALINH;

CratucTuka U aHalu3 KPyMHBIX yTeueK HH(pOopMaluu 3a rof;

[Touck nHpopMaIMy 0 HOBBIX BUAAX aTaK HA MHOOPMAIIMOHHYIO CUCTEMY;




0O0630p COBpeMEHHBIX POTPAMMHBIX M IPOrPaMMHO-AIAPATHBIX CPEJICTB 3aIUTHI;
CpaBHUTENBHBIN aHAJIN3 COBPEMEHHBIX IPOIPAMMHBIX U IIPOTPaMMHO-AINapaTHBIX CPEICTB 3aIlUTHI;
[Tpob6aemsl paboTsl KopriopaTuBHbIX AVIC B yCIIOBHSIX YJaJIEHHOTO JIOCTYTIA.

TeMaTHka KypcOBbIX IPOEKTOB (PadoT)

1.0Ouenka 3¢ HeKTHBHOCTH CYIIECTBYIONIMX MPOTPAMMHBIX U MTPOTPAMMHO-AIIAPATHBIX CPEICTB 3aIIUTHI HH(DOpMALIHY C
MPUMEHEHHUEM CIEIMAIM3UPOBAHHBIX HHCTPYMEHTOB U METO/I0B (MHIMBUYaJIbHOE 3a/1aHUE)

2.00630p 1 aHAJIN3 COBPEMEHHBIX MPOTrPAMMHO-ANIAPATHRIX CPEICTB 3AIIUTHI HHPOpMALUU (MHANBHIYaJHHOE 3a/1aHHUE)
3.Br100p onTUManbHOTO CpeacTBa 3auThl HHPopManuu ucxoas u3 Mmeroandeckux pekomenaannii ®CTIK u nmeronmxcs

UCXOJHBIX TaHHBIX (MHIUBUAYaATbHOE 3aaHUE) 30
4.IlpuMeHeHne MpOorpaMMHO-aNNapaTHBIX CPEACTB 3AIUTH HHPOPMAIMH OT Pa3IuYHbIX TUIIOB YIPO3 HA MPEIIPUITUN

(MHIUBUYalTbHOE 3a/IaHNUE)

5.IIpob6mema 3amuTel HHGOPMAIUU B 00J1aYHBIX XpaHuiaumax nanubix u [{O/]ax

6.3amuTa cpeji BUpTyaJIu3aluu

KoncyabTanuu 6
IIpomeskyTounas arrectauus B gopme s3x3amena no MJIK.02.01 12
YueOHas npakTuka pasgena 1

Bunsr pabot

[IpumeHeHre mporpaMMHBIX M IPOTPaMMHO-AIIIAPATHBIX CPEJICTB obecneueHus: HHPOPMaIMOHHONW O€30MTaCHOCTH B

ABTOMATU3UPOBAHHBIX CUCTEMAX

JlnarHocTHka, ycTpaHeHHE OTKa30B U o0ecrieueHre paboToCIIOCOOHOCTH POTPaMMHO-aIIapaTHBIX CPEACTB 00eceueHHs

nH()OpPMaMOHHOM 0€30MMacHOCTH

Onenka 3¢ (eKTUBHOCTH PUMEHSEMBIX IIPOrPAMMHO-AINIIAPATHBIX CPEJICTB 0OecIeueHusT HHPOPMAITMOHHOM O€30MTaCHOCTH

CocraBrieHHe TOKyMEHTAIIMU 110 y4eTy, 00paboTKe, XpaHSHHIO U Tiepeade KOH(UIeHIInaTbHON HHOpMAITIN 7

Hcnonp3oBanue mporpaMMHOTo o0ecreueHus A1t 00pabOTKU, XpaHEHHs U Tiepeaay KOH(QUACHIIMATbHOW HHPOPMALIUU

CocraBieHre MapiIpyTa 1 coCTaBa MPOBEACHUS Pa3IMUHbIX BUOB KOHTPOJIBHBIX MPOBEPOK MPH aTTECTALIMU OOBEKTOB, TOMEIICHUIH,

HporpaMm, aaropuTMOB.
YcTrpaHneHue 3aMeuaHuil o pe3ysibTaTaM MPOBEPKU

AHanu3 ¥ COCTaBJICHHE HOPMATUBHBIX METOJUYECKIX JOKYMEHTOB 10 00eCTIeYeHH 0 HH()OPMALIMOHHON O€30MMacCHOCTH MPOTPAMMHO-

amnmapaTHBIMH CPEJCTBAMH, C YYETOM HOPMATHBHBIX ITPABOBBIX aKTOB.
[IpumeHeHre MaTeMaTHYECKUX METOJIOB ISl OLIEHKM KaueCcTBa U BbIOOpA HAMITYUILETo MPOrpaMMHOTO CPE/ICTBA
[TpoBenenue ayaura nHGOpMaIMOHHOW 0€30MMacCHOCTH




Ipumenenue OC Kali Linux ona mecmupoganusi UHOpMaAyuUoHHOU cucmemsl Ha NPOHUKHOBEHUe ™
Yemanoska u nacmpoiika OC Astra Linux*

Paznea 2 IIM.02. IIpumeHenne kpunrorpagpuuecKnux CpeacTB 3alliMThl HH(POPMaLH

216

M/K.02.02. Kpuntorpaduyeckue cpeacTsa 3aiuTbl HHGopManuun

180

Bseneunue

Conepxxanue

1.ITpeamer u 3amaun kpuntorpadun. Mcropus kpunrorpaduu. OCHOBHBIE TEPMUHBI

B ToM 9mciie mpakTHYeCKuX M JJa0OpaTOPHBIX 3aHATHM

Pa3znea 1. MaTeMmaTH4ecKue

OCHOBBI 3aLUTHI HH(pOPMALHH

30

Tema 1.1. Maremarnueckue
OCHOBBI KpHUITOrpaduu

Conepxanne

30

1.DneMeHTh! TeOpuU MHOXKECTB. [ pynmbl, KosibLia, IOJIs.

2. JlemumocTts yncen. [Tpusnaku aenumoctu. [IpocThie M COCTaBHBIE YUCTIA.

3.0cHoBHas Teopema apudmeTrku. Hanbonpmmii oomuit genutens. Bzanmuao
npocTeie unciaa. Anroput™m EBkinuaa mis Haxoxaenuss HOJL.

4.0tHomenus cpaBHuMocTH. CBOHCTBa cpaBHeHUil. MonynsipHas apudMeTHKa.

5.Knaccel. [lonnast u npuBegeHHas cucteMa BeiuetoB. Oynkuus ditniepa. Teopema Depma-diisepa.
Anroput™M OBICTPOTO BO3BEJICHUS B CTEIICHD 110 MOIYJIIO.

6.CpaBHeHus niepBoii crenenu. JInnelnsie 1M0(paHTOBB ypaBHEHUs. PacmmpeHHbIil anroputm
Esxnnna.

7.Kuraiickas Teopema 00 ocTaTKax.

8.IIpoBepka yucen Ha MPOCTOTY. AJITOPUTMBI TEHEPAIMH TPOCTHIX YUCel. MeToa MpOoOHBIX ACIICHUA.

Pemeto DpatocdeHa.

9.Pazno)keHne uyncia Ha MHOKHUTENU. AnropuTmbl paktopuszanuu. @akropuzanus Oepma. Meton
[Tomnapaa.

10.Anroputmbl 1uckpetHoro jgorapudmupoBanus. Merox [lomrapaa. Meton [oppa.

11.Apudmernyeckue onepannu HaJl O0JIBIIMMU YUCIAMHU.

12.211MnTHYECKHE KPUBBIC U UX MPUIIOKECHHS B KpUNITOTpaduu.

24

B ToM 4mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA

[IpakTuueckoe 3anarue «lIpumenenue anropurma EBxinaa nns naxoxaenus HOJl. Pemenne
JUHEHWHBIX TMO(hAHTOBBIX YPAaBHEHUN )

[IpakTnueckoe 3anarue « [IpoBepka ymncen Ha MPOCTOTY»




[IpakTuueckoe 3anarue «Pemenue 3a1ad ¢ 3€eMEHTaMU TEOPUN YUCED. 2
Pa3nea 2. Knaccuyeckass kpunrorpapus 36
Tema 2.1. Metoab! ConepxaHne 14
KPHUITOTpapUIECKOro 1. Knaccugukanust OCHOBHBIX METO/I0B KpUNITOrpadhuuecKoil 3amuTsl. MeTopl CHMMETPUYHOTO
3aIuTHl HHGOPMAITII b poBaHus

2.1udpsl 3amensl. [IpocTas 3amMeHa, MHOTOAI(aBUTHAS MOACTAHOBKA, IPOIMOPLUHUOHAIBHBIN HIH(P 8

3.Metoap! nepecTaHOBKH. TaOIM4Hasl MepecTaHOBKA, MapIIPYTHAsI IEPECTaHOBKA

4.T'ammupoBaHue. 'aMMupoBaHre ¢ KOHEUHOW U OECKOHEUHOM raMMaMHu

B ToM yncie mpakTHYeCKHX U J1a00paTOPHBIX 3aHATHHA 6

[Tpaktruueckoe 3ansatue «lIpuMeHeHNE KIACCUIECKUX MH(PPOB 3aMEHBI» 2

[TpakTrueckoe 3ansTue «IIpuMeHeHNE KJIACCHYECKUX MHU(PPOB MepEeCTaHOBKI 2

[IpakTuueckoe 3anatue «lIpuMeHeHne METO1a FraMMHPOBAHUSI» 2
Tema 2.2. Kpunroananus Conepxanne 16

1.0OcHOBHBIE MeTO/BI KpuniToananusa. Kpunrorpadguueckue aTakm.

2.Kpunroraduueckas cToikocTb. AOGCONIOTHO cTOolKHe KpuntocucTeMbl. [Tpunmmmnel Kupkxoddcea 6

3.IlepcieKTUBHBIC HAPABJICHUS KPUIITOAHAJIN3a, KBAHTOBBIA KPUIITOAHAJIN3.

B ToM yncie mpakTHYeCKHX U Ja00paTOPHBIX 3aHATHHA 10

[Ipaktrueckoe 3anstue «Kpunroananus mmdpa npocTor 3aMeHbI METOJOM aHAJIM3a YaCTOTHOCTH 4

CHMBOJIOBY

[IpakTrueckoe 3ansaTue «KpunroaHains KJIaCCHYECKUX MHU(PPOB METOIOM TOJTHOTO Tiepedopa 2

KIIFOYEN»

3. Ilpaktuueckoe 3ansatue «Kpunroananus mmdpa Brokuaepay 4
Tema 2.3. IloTounsie Conepxxanue 6
mUQPbI U TeHePaTOPHI 1.OcHOBHBIE IPUHIMIIBI MOTOYHOTO mudpoBanus. [lpumenenue renepatopoB I1CY B kpunrorpaduu
MICEBJIOCITYYalHBIX YHUCEl 2.MeTtoasl oydeHus rnceBaocaydanbix nmocienaoparenbuocrei. JIKI, meronq ®ubonaudm, MeTos 4
(TICY) BBS.

B ToM 9mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 2

[IpakTuueckoe 3anarue «lIpumenenue meronos revepaiuu [ICY» 2
Paznen 3. CoBpemenHasi Kpunrorpapusi 88




Tema 3.1. KonupoBanue Copepxanue 14
nH(pOpMaIuu. 1.KogupoBanue nndpopmaimu. CumBosbHOe KogupoBanue. CMbICIOBOE KOAUPOBAHHE.
KoMmrsroTepusanus 2.Mexanmsarus mudposanus. [IpencraBnenne nandopmanuu B 1ondHoM koje. Tadmua ASCII 6
mudpoBaHus. 3.Kommnerorepuzanus mmdpoBanus. AnmapaTtHoe U mporpaMmmHoe mudpoBanue
B ToM 9mcie npakTHYeCKuX ¥ JJa0OPaTOPHBIX 3aHATHHA 8
[Ipaxtuueckoe 3austue «Koaupoanue nHGopMarum 2
[Mpaktuyeckoe 3anarue «lIporpammuas peanu3anus KIacCHYECKUX MUuGPOB» 2
[IpakTruueckoe 3ausaTHE «M3ydeHne pealn3anny KIACCHYECKUX MM(POB 3aMEHBI M IEPECTAaHOBKH B 2
nporpamme CrypTool wim anamorey.
[Ipaktudeckoe 3anatue «CTaHaapTU3AIKUS TPOTPAMMHO-ANMIAPATHBIX KPUNITOTPAPHUUECKUX CUCTEM U 2
cpencTB. M3yueHue coBpeMEeHHBIX MPOTrPaMMHBIX U allllapaTHBIX KPUNTOrpauuecKux CpeacTBy
Tema 3.2. CuMMeTpUUHBIE Copepxanue 24
cucTembl MudpoBaHUsL 1.06mue ceaenusi. CTpyKTypHas cXxeMa CUMMETPUYHBIX KPUNTOrpaduIecKUX CUCTEM.
2.13yuenne 3apyOexHbix cumMmMmeTprudHbIx mudpos DES u AES. CoBpeMeHHbIE METOIBI
KPHUITOAHAJIN3a CHMMETPUYHBIX MHU(ppoB™* 14
3.0treuectBennble cTanaapThl mmdpoanus [[OCT 28147-89*
4.0reuectBennble cTannapthel mudposanus ['OCT 28147-89, TOCT P 34.12-2015 u TOCT P 34.13-
2015 u ux KkpunroaHaius
B ToM ymcie mpakTHYeCKHX U J1a00paTOPHBIX 3aHATHHA 10
[TpaxTrueckoe 3austue «IIporpamMuas peanuzanus CHMMETPUUYHBIX KPUNTOrpahUUECKUX alTOPUTMOB 2
DES, AES»
[TpakTrueckoe 3austue «lIpocpammuas peanusayusi CUMMEMPUYHbIX KPUNMO2PaduuecKux 2
anecopummos RCy*
[TpakTrueckoe 3austue «/Ipocpammuas peanusayusi CUMMEMPUYHbIX KPUNMO2SPaduuecKux 2
ancopummos omevecmeenno2o cmarnoapmos I'OCT 28147-89»*
[IpaxTuueckoe 3ausaTHE «IIpOCpammuasn peanuzayus CUMMEMPULHBIX KPUNNOSPAPUUECKUX 2
aneopummos omevecmeaenno2o cmanoapmos I OCT P 34.13-2015»*
[IpaxTuueckoe 3ausaTHE «/IpOCPAMMHASA peanu3ayusi CUMMEMPULHBIX KPUNMOSPAPUUECKUX 2

ancopummos omevecmeenno2o cmanoapmos I OCT P 34.13-2015»*




Tema 3.3. AcummeTpuuHbIe
cucTeMbl mudpoBaHus

Conepxxanue

1.Kpuntocuctemsl ¢ OTKPBITHIM Ki1touoM. HeoOpaTtumocTs cuctem. CTpyKTypHas cxema mudppoBaHus

C OTKPBITHIM KIIIOUOM. 4
2.D51eMEHThI TEOPUH YHCEN B KPUNITOTPaQUU C OTKPHITHIM KJIFOUOM.
B ToM ymcie mpakTHYeCKHX U 1a00paTOPHBIX 3aHATHHA 4
1. IIpakTrueckoe 3aHsATHE B (hOpME MPAKTHIECKOM MOAroTOBKH [IprMeHeHne pa3mudHbIX 2
ACUMMETPUYHBIX AJITOPUTMOB.
2. IlpakTuueckoe 3aHATHE B (popMe MPAKTUUECKOM MOATOTOBKH M3ydeHne nporpaMMHON pean3alnui 2
aCUMMETPUYHOTO anroputma RSA
Conepxxanue 12
Tema 3.4. Ayrentuduxanus | 1.AyrentTuduxanus ganueix. O6mue nonstusa. 1. MAC. OgHoHanpaBieHHbIE Xe-(QyHKIUH. 4
JTaHHBIX. 9J’ICKTpOHHa$I AJII‘OpI/ITMBI LIH(prBOfI IIOAITNUCHU
MOJIITHCH B ToM 4mcie npakTHYeCKuX ¥ JJA0OpaTOPHBIX 3aHATHHA 8
[Tpaktuyeckoe 3ansatue «IIpruMeneHne pa3nnyHbIX GYHKIUN XEIIMPOBAHUS, aHAIN3 0COOCHHOCTEH 2
Xemen»
[Ipaktuueckoe 3austue «IIpuMenenne kpunrorpaguyeckux aTak Ha Xem-(QyHKIHMU2. 4
[IpakTnueckoe 3anarue «/3yueHue nporpaMMHO-alIapaTHEIX CPEJACTB, PEATU3YIOIINX OCHOBHBIE )
bynakmm D11y
Tema 3.5. Anroputmsl Copepxanue 10
oOMeHa KITto4el u 1. AnropuTMBI pacnpeneneHus KIIoYel ¢ IPUMEHEHUEM CUMMETPUYHBIX U aCHMMETPUYHBIX CXEM 4
IPOTOKOJIBI [IpoTtokosns! ayTeHTuduKayy. Bzaumuas ayrentudukaiysi. OJHOCTOPOHHSISI ayTEHTH(HKAIHS
ayTeHTU(PUKALMH B ToM 4mcie mpakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHM 6
[Ipaxruueckoe 3ausaTue «IIpumenenue nporokona Auddu-Xemmmana aas odOMeHa KIroyaMu 2
G pOBaAHUSY.
[IpaxTuueckoe 3ausTHEe «M3ydeHne NPUHIUIIOB pabOTH IPOTOKOJIOB ayTEHTU(PHUKAIINN C 4
UCIIO0JIb30BaHUEM JJOBEPEHHOI CTOPOHBI Ha MpuMepe npoTtokoia Kerberosy.
Tema 3.6. Kpunro3anura Conepxanne 4
UH(POpPMAIIUU B CETSIX 1.AGonenrckoe mudponanue. [lakeTHoe mudppoBanue. 3anuTa MEHTPA TeHEPALUU KITFOYCH.
nepeaayn JaHHbIX KpunTtomapupytusarop. [lakeTHblil GuibTp 4

2.Kpunrorpaduueckas 3ammra 6€CIIpOBOIHBIX COSTUHEHNN B ceTax cranmaapta 802.11 ¢
ucnoJjp3oBaHueM nporokoios WPA, WEP.




B ToM yncie mpakTHYeCKUX U J1a00paTOPHBIX 3aHATHHA

Tema 3.7. 3ammra Conepxanne 8
uHpOpMaIIUHU B 1 ITpuniuns! GyHKIMOHUPOBAHUS SJICKTPOHHBIX IIATEKHBIX CUCTEM. DJIEKTPOHHBIE TNIACTUKOBHIE
SIICKTPOHHBIX TUIATEIKHBIX KapThl. [lepcoHanpbHBIN HICHTU(UKAIIMOHHBIA HOMED 5
CHCTEMAX 2.IlpumeHenHne Kpunrorpapuaeckux MpOTOKOIOB IS 0OecTieueHus: 0€30MaCHOCTH ICKTPOHHOM
KOMMEPLHUH.
B ToM 4mcie mpakTHYeCKUX ¥ JJa0OpaTOPHBIX 3aHATHM 2
[IpaxTuueckoe 3ausTHe «IIpuMeHeHNE ayTeHTU(DHUKAIIMY IO OTHOPA30BBIM MapossiM. Peanu3zarus 2
JITOPUTMOB CO3AaHUS OJTHOPA30BBIX MAPOJICH»
Tema 3.8. KomnbrorepHas Copepxanue 8
creranorpadus 1.CkpbiTas nepegada nHGOpMalMu B KOMIBIOTEPHBIX cucTemax. [Ipobnema ayreHTudukanum
MYJIbTUMEINHHON nH(popManyu. 3auTa aBTOPCKUX MPAB. 2
2.Metoasl KoMmbIOTEpHOM cTeranorpaduu. [ludpoBsie BoAsSHBIC 3HAKH. AJTOPUTMBI BCTPAUBAHUS
IB3
B ToM 4mciie mpakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHM 6
[IpaxTuueckoe 3ausTHe «O030p ¥ CpaBHUTEIBHBIN aHanu3 cyniectByromero 110 s BcTpauBaHus 4
11B3»
[TpakTrueckoe 3ansTue «Peann3aius NpoCcTeHINX CTEraHOTPAPUISCKUX AJITOPUTMOB) 2
[IpumepHas TemaTuka BHEAYAUTOPHOW CaMOCTOSATENIbHON paboThI, pedepar Ha TEMBI:
OnTuMuzanust METoI0B YaCTOTHOTO aHAIM3a MOHOAJI(haBUTHBIX M (POB;
AHann3 COBPEMEHHBIX CUMMETPUYHBIX KPUIITOAITOPUTMOB; 6
AHanu3 COBpEMEHHBIX ACUMMETPUYHBIX KPUIITOAJITOPUTMOB;
[lepcnieKTUBHBIC HANIPABICHHS KpUNTOTpadHH.
Koncynabranumn 6
IIpomexyrounas arrecranus B popme 3k3amena nmo MJIK.02.02 12
YueOHasi npakTUKa pa3aesa 2
Bunsr pador
Hcnonp3oBaHne TUMTOBBIX KPUNTOTPAPHUECKUX CPEACTB U METOIOB 3aIUTHl HHPOPMALIUH, B TOM YHUCIIE U 3JICKTPOHHOM MOMUCH 36

Hccneoosanue ancopummos cospemennulx 3apyoedichvix cummempuynoco wugpos FEAL, IDEA, RC4, RC5, RC6. Hx npoepammmuas
peanuzayus u cogpemMerHble Memoobl Kpunmoanausa™




Hccneoosanue ancopummos cospemennbix omediecmeeHHbixX CuMmempuiro2o wugpos Maema u Kysneuux. Hx npoepammmnas
peanuzayus u co8pemeHHble Memoobl KpUnmoaraiusa ™

HUccnedosanue aneopummos xowuposanusi MD4, MD5, SHA-1, SHA-2 u SHA-256. Ilpumenenue ¢pynxyui xauwuposanus ¢ L1 u
aymenmughuxayuu cooowenuii Ha npumepe Kerberos*

H3yuenue keanmosvix memooos 6 kpunmozpaguu. Keanmosvie memoovl KpunmoaHaiu3a u NPOSpammHasn peaius3ayus K6AHMosblx
aneopummos Ha npumepe ancopumma gpakmopusayuu [llopa*

Pasznen moayas 3. Kopnopamusnasa 3auwguma om 6HympeHHUX y2po3 UHGopMayuonnou dezonacnocmu * 136
MJIK 02.03 KopnopaTuBHasi 3a11MTa OT BHYTPEHHHUX YIPo3 HHGOPMAMOHHOM 0€30MacHOCTH™ 100
Tema 1.1. Teopetnueckue Copepxanue 12
OCHOBBI KOPITIOPAaTUBHOM 1.Cuctemsl DLP u TpeGoBanus no unpopmMaimonHon 6e3onacuoctu. Haznauenue u otiauuust DLP
3alIUThI OT BHYyTPECHHUX CUCTCM.
yrpos3 2 Knaccudukanus Hapymmresae u yrpo3 KOpopaTuBHOM HH(POPMALMOHHON 6€301MacHOCTH. 8
Oco0eHHOCTH OIIEHKH ylepoa.
3. WccnenoBaHue CTPYKTYpbl HHPOPMAIIMOHHBIX TOTOKOB MIPEINPHUSITHS
B ToM 9mcie npakTHYeCKuX M JA0OpaTOPHBIX 3aHATHHA 4
[Ipaktuueckoe 3ausaTue «PopmasibHOE ONKcaHre HHPOPMALIMOHHBIX TTOTOKOBY 2
[IpakTuueckoe 3ansaTue «P@opMUPOBaHUE MOJIENIEN MOTCHIIMATBHBIX BHYTPEHHUX HApYIIUTENEH U )
yTpo3»
Tema 1.2. HopmaTuBHO — Conepxanne 30
MIPaBOBBIE U 1. HopmaTuBHO — paBOBbIE aKThI M ACTIEKTHI KOPIIOPATUBHOM 3amuThl nHGpopManmu. Knaccudukamms
aIMUHUCTPATUBHO — uHpopmanuu «I ocynapcTBeHHas TaiiHay. OTBETCTBEHHOCTbH 3a HAPYIICHUE.
OpraHU3alMOHHBIC ACMIEKThI | 2.00630p NPaKTUKH MPUMEHEHUS MPU PacciaeI0BaHUU UHIIMIEHTOB, CBSI3aHHBIX C HAPYLICHUSIMU 12
KOPIIOPATHBHOM 3aIlIUTHI OT | pe)UMa BHYTPEHHEH HHPOPMALMOHHOM 6E30IMaCHOCTH.
BHYTPCHHHUX YI'DO3 3. ®opmMupoOBaHUE MPOIIECCOB | MPOIEAYP ayauTa nHpopMarmoHHo# 6e3omacHocTu. OOCIe10BaHNne
KOPIOpaTuBHBIX HH(POpMaMOHHBIX cucTeM. COoCTOsIHUE KOPIIOPATUBHON HH(OpMAIIHH.
B ToM 4mcie npakTHYeCKuX ¥ JJa0OpaTOPHBIX 3aHATHHA 18
[Ipaxruueckoe 3ansTue «IIpoBeneHne anamm3a TaHHBIX 00 OPraHU3AIMOHHON U (PYHKIIMOHAIBHOM 4
CTPYKType HHGOPMALIMOHHON CHCTEMBbI NPEANPUSTHUS
[IpaxTuueckoe 3ausaTHE «POPMUPOBAHHE 3aKIIOYCHNUE HA COOTBETCTBUE/HE COOTBETCTBUE 33/ 1aHHBIM
kputepusMm. PopMuUpoBaHUE peKOMEHAAINN /ISl TOBBIICHUS YPOBHSI HaJIS)KHOCTH M 0€30MaCHOCTH 4

UH(OPMALMOHHON CUCTEMBI IPEIIPUSTHUSIY




[IpaxTruueckoe 3ausTHE «MeToauKa pa3pabOTKKU NOIUTHUK U MPABUI OE30MACHOCTH [T EPEKPBITHS

KaHa1a epefadn (yTeuku) TaHHbIX ¢ 3aHeceHneM B DLP — cucremy» 4
[IpaxTuueckoe 3ausTHE «Pa3paboTka 00bEKTOB 3aIUTHI, KATETOPHA, TEXHOIOTUi 3amuThel B DLP — 6
CUCTEMED
Tema 1.3. 3amura Copepxanue 48
KOPIOPAaTUBHOU 1.Cuctembl KOHTPOJI HHGOPMAIIMOHHBIX TOTOKOB/ KOHTpoIMpyemble KaHajbl Iepeaun JaHHbIX
uH(opmanuu ¢ 2.Haznauenue cuctembl IW Trafic monitor / Apxurektypa npoaykra IW Trafic monitor
HCITIOJIb30BAHUECM 3.TexHOJIOrMM aHaJIKU3a AETEKTUPYEMbBIX 00BeKTOB/ 3a1auu U IPUHIIUIIBI pa6OTLI JOOIOJIHUTEIIbHBIX 26
ABTOMAaTU3HUPOBAHHBIX moayaei cuctembl IW Device Monitor u IW Crawler
CHUCTCM KOHTPOJIA 4. Nzyuenue untepdeiica IW Device Monitor
MH()OPMAIMOHHBIX MOTOKOB | 5 [TOMCK MHIMAEHTOB.
B ToM yncie mpakTHYeCKUX U J1a00paTOPHBIX 3aHATHHA 22
[Tpaktuueckoe 3anstue «M3ydenne uarepdeiica IW Device Monitor yrpaBieHHs CUCTEMBI )
KOPIIOPATHBHOM 3aIUTH HH(POpPMAIIMK Ha padOUYMX CTAHIMIX «
[TpakTrueckoe 3ausaTue «Co31anre NOJUTHK U MPaBuil HHPOPMAIIMOHHOM 6€301aCHOCTH B CHCTEME 6
IW Device Monitor. [Touck MHITUICHTOBY.
[IpakTuueckoe 3ausTe «M3ydeHne uaTepdeiica ynpapieHUs CUCTEMbI KOPITOPATHBHOM 3aIUTHI 4
nHdopmarmu IW Trafic monitor»
[Ipaxtuueckoe 3ausaTHe «Co3nanue MOITUTHK HH(OpMaIMoHHOK 6e3onmacHocTy B cucteme IW Trafic 6
monitor. [Torck MHIMIEHTOBY.
[IpakTuueckoe 3aHATHE «AHAIN3 U KOHTPOJIb OOIIEIOCTYIHBIX CETEBBIX PECYPCOB C IIOMOIIBIO 4
cucremsl IW Crawler»
[IpumepHas TemMaTuka BHEAyIUTOPHON CAMOCTOSITEILHON pabOTHI
[TpuHLIMIT TOCTPOCHUS PETYISAPHBIX BBIPAKEHUN MTPU HAITMCAHUU TEXHOJIOTUH 3arpocoB. OTINYMs B CHHTAKCHCE HAMMCAHUS OOBIYHBIX 8
«peryasipox» u uisi DLP-cuctem. «KoprnopatuBHas 3amuTa OT BHYyTPEHHUX YTPO3»
IIpomeskyTounas arrectauus B popme nudpdepennupoannoro 3auera no MK 02.03 2
Y4eOHas npakTHKa pasaena 3
Bunsr pabot 36

IIpoBeneHue BCero KOMILIEKCAa TEXHUYECKUX MEPOINPUATUN 10 AHAJIN3Y MMOTOKOB JAHHBIX, KaK LUPKYJIUPYIOIUX BHYTPU NEPUMETPA
3amuiaeMoi HHOPMAITMOHHOW CUCTEMBI, TaK U TIEPECEKAIOIINX €T0;
[IpoBeaeHue Bcero 1UKIa padoT IO YCTaHOBKE, Pa3BEPTHIBAHHIO, HACTPOIKe, Ucmonb3oBanuio DLP-cucrem;




Pa3paboTka nmonmuTHK MHGOPMAIIMOHHON 0€30acHOCTH;

[IpumeneHne TEXHOIOTHI QUIBTPAIU PA3INYHBIX BUIOB Tpaduka;

OunbTpalys nepexBaueHHoro Tpaduka Jis Moucka HallICHHBIX HHIUICHTOB;

AHanm3 coepKUMOT0 TIEPEXBadYCHHOTO TpaduKa C IENbI0 BBIBICHUS HApyIICHUI KOPIIOPATUBHOM MOJUTHKN 0€301acHOCTH;
JlnarHocTrka paboToCIOCOOHOCTH CUCTEMBI;

[ToaroToBka oT4eTa O HAWJACHHBIX MHIIUECHTAX (C OIIEHKOW YPOBHS YIPO3bl U HOPMATHBHOM OIEHKOM);

3aIycK rocTeBBIX BUPTYAIbHBIX MAIlIMH U PAKTHYECKasi paboTa ¢ HUMH C UCTIOJIb30BaHUEM COBPEMEHHBIX THIIEPBH30POB;
Hactpoiika oTAeIbHBIX KOMIOHEHT CHCTEMbI KOPIIOPATHBHOM 3aIIMTHI OT BHYTPEHHHUX YTPO3 M CHCTEMBI B IIEJIOM.

IIpou3BoACTBEeHHAsS] MPAKTHKA

Bunsr pabot

AHaJn3 MPUHIUIIOB OCTPOCHUS CUCTEM MH(DOPMALIMOHHOM 3alIUThI TPON3BOICTBEHHBIX MOPA3/ICICHUH;

TexHuueckas dKCIUTyaTalys 3JIEMEHTOB MPOTPAMMHOM U alapaTHOM 3alllUThl ABTOMATU3UPOBAHHON CUCTEMBI;

VYyacTtie B AMarHOCTUPOBAHUH, YCTPAHEHUN OTKA30B M 00ecreueHu paboToCIOCOOHOCTH MPOrPaMMHO-AIIAPATHBIX CPEJICTB
obecrieueHrss THPOPMAITMOHHON 0€30MaCHOCTH;

Amnanusz 3¢ pEeKTUBHOCTH MIPUMEHAEMBIX ITPOrPaMMHO-ANNAPATHBIX CPEACTB obecneueHust HH()OpPMaIIMOHHON 0€30I1acCHOCTH B
CTPYKTYPHOM II0JIpa3/IeNICHNN;

VYyactue B o0ecrieueHHH yueTa, 00pabOTKH, XpaHEHUS U Nepeadu KOH(UICHIMAIbHOW HH(pOpMaIny;

[IpuMeHeHre HOPMATHBHBIX IIPABOBBIX AKTOB, HOPMATHBHBIX METOAMYECKHX JJOKYMEHTOB 110 00ECIIEYEHUIO HH(OPMAIIMOHHOM
0€30IaCHOCTH MTPOrpaMMHO-AINAPATHBIMU CPEICTBAMH IIPH BBIMIOJIHEHUH 331a4 IPAKTUKH;

AOomunucmpuposanue agmomMamusupoSaHHblX MEeXHUUECKUX CPeOCme YRpagieHus  KOHMpOsa uHgopmayuu u UHGOPMayuoHHbIX
nomokog*

Hacmpoiika omoenbHbIX KOMNOHEHM cUCmeMbl KOPROPAMUBHOU 3auumsl OM 8HYMPEHHUX Y2PO3 U CUCTeMbL 8 YeaoMm ™
Buvisgnenue nomoxkos nepedaiu OAHHbIX U 8O3MONCHBIX KAHAI08 YMeyKu uHgopmayuu ™

Hcnonvzosanue mexanuzmos co30aHus puabmpos 0iisi aHAIU3A NEePex8ayenHo20 mpagura u 6blA61eHHbIX UHYUOEHMO08 *
IIposedenue demekmuposanus amax (NOMEHYUATbHBIX Y2PO3) 8 PYUHOM, A8MOMAMUSUPOBAHHOM U ABMOMAMUYECKOM pedcume. *

144
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3. YcnoBus peanuzanuu paboueid mporpammbl mpohecCuOHAIbHOTO MOTYJIs

3.1. [Jns peamuzauuu MporpaMMmbl  IPO(ECCHOHATBHOTO  MOJIYJIS
IpeIyCMOTPEHA CIIEeIYIOIINE CIICIUANbHbBIC TTOMEIICHUS

yueOHbIX KaOWHETOB — HOPMATHBHOTO MPAaBOBOTO OOeCTeYeHHUs
uHPOPMAIMOHHON 0e30MacHOCTH, KaOuHeT uHPoOpMaTuKy; Jgaboparopuu
«[IporpaMMHBIX ¥  OPOrpaMMHO-ANIAPATHBIX  CPEICTB  oOecreueHHs
uHGOPMaIIMOHHON O€30MaCHOCTIY.
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02883-6. — Tekct: anektponubiit // ObOpa3oBatenbHas miardopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/489919

2. OpraHu3allUOHHOE M IpPaBoOBoE€ obecrneyeHue HHGPOPMALNOHHON

0e30MmacHOCTH: y4eOHHMK M TMPAKTUKyM JJIsi CPEJHET0 MpOQeCCHOHATBHOTO
obpazoBaHust / T. A. TlonsixoBa, A. A. CTpenblIoB, C.T. UybOykona,
B. A. Huecos; OTBETCTBEHHBIE PENAKTOPBI T. A. Tlonskosa,
A. A. CrpenbrioB. — MockBa: M3gartensctBo [Opaiit, 2022. — 325c¢. —
(ITpodeccuonansuoe obpazoBanue). — ISBN 978-5-534-00843-2. — Tekcr:
anexkTpoHHbIt // OOpa3oBarenbHas iardpopma IOpalt [calt]. —
URL.: https://urait.ru/bcode/498889

3. OpraHuzanoHHOE U TpaBOBOE obOecrmeueHne WHHOPMAIMOHHON

Oe3omacHOCTH: Y4YE€OHUK M TPaKTUKYyM JJis BY30B/ TMOJA penakiuei
T. A. llonskosoii, A. A. CrpenbuoBa. — MockBa: W3znarensctBo FOpaiir,
2022. — 325 ¢c. — (Beicmee obpazoBanne). — ISBN 978-5-534-03600-8. —
Texkct : anextponnbiii // OOpa3zoBatenpbHas tmiathopma FOpalT [caliT]. —

URL: https://urait.ru/bcode/498844
4. Jlock, A.Bb. Kpunrorpadgudeckue MeTOIbI 3alIUThI WHOOPMAITUU IS

U3YYalolUuX KOMIBIOTEPHYIO0 0€30MacHOCTh: yueOHUK 11 By30B / A. b. Jlock,

A. 1O. Hecrepenko, M. U. PoxkoB. — 2-¢ wu3d., wucnp.— Mockaa:
N3natensctBo HOpaiit, 2022.— 473 c.— (Bricmee oOpa3zoBanue). —
ISBN 978-5-534-12474-3. — Tekct: oanekrponnsiii // OOpa3zoBaTenbHas

miatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/489242
5. BuykoB, A. A. 3ammra uHpopManuu: ydeOHOEe MOcoOHe uis BY30B/

A. A. BaykoB. — 3-e uza., nepepa6. u gon. — Mocksa: M3narensctBo FOpaiit,
2022. — 161 ¢c. — (Briciiee obpazoanue). — ISBN 978-5-534-07248-8. —



Tekct: snexktpoHHbii // OOpaszoBatenbHas matdopma IOpaiit [caliT]. —
URL: https://urait.ru/bcode/490277
6. Kazapun, O. B. IIporpamMmmMmHo-anmapatHbie  CpeACTBa  3alllUTHI

uHpopMaIuu. 3a1mTa IPOrpaMMHOT0 OOeCTIeUeHus: YIeOHUK U MPAKTUKYM JJIs
CpeIHEro po¢heCCUOHAILHOTO o0pa3oBanus / O. B. Kazapus,
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(ITpodeccuonansuoe odbpazoanue). — ISBN 978-5-534-13221-2. — TekcT:
anexkTpoHHbIt // OOpa3oBarenbHas iardpopma IOpalt [calt]. —
URL: https://urait.ru/bcode/497433

1. denepanpHas cinyx0a MO0 TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOJIIO
(®CTIK Poccun) www.fstec.ru

2. WudopMallmoHHO-CIpaBOYHAs CHCTEMa MO JOKYMEHTaM B o0iacTu
TEXHUUYECKOH 3ammThl nHpopMarmu www.fstec.ru

3. OOpazoBaTenbHbIE TOPTAIBI 1O Pa3NIWYHBIM  HaIPaBJICHUSAM
oOpasoBanus u Tematuke http://depobr.gov35.ru/

4. CnpaBoyHO-TIpaBOBast cucrema «KoHcynbTaHT [Tmrocy
www.consultant.ru

5. CnpaBouHo-ipaBoBas cucreMa «l'apanT» www.garant.ru

6. ®denepanpHbiii opTas «Poccuiickoe odpazoBanne www.edu.ru

7. ®enepanbHblii  npaBoBod  moptan  «lOpuauueckas  Poccus»
http://www.law.edu.ru/

8. Poccuiickuii buomeTpuyeckuii moptan www.biometrics.ru

9. ®enepanpubiii mopran «HH(pOpPMALMOHHO- KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH B 00pazoBanum» htpp//:www.ict.edu.ru

10. Caiit HayuyHoi snekTpoHHOM OuOaroTekn www.elibrary.ru
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Metozs! u cpenctsa obecnieueHust 6ezonacHocTH. Yacte 4. BpiOop 3amMTHBIX
Mmep

26. TTOCT P UCO/MDBK TO 13335-5-2006 MudopmaniioHHast TEXHOJIOTHS.
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obOecriedeHre [UIsl TIPOBEPKU 3AIIUIICHHOCTH TIOMEHICHWA OT yTEUKU
uHbOpMAIlMKM IO AKyCTHYECKOMY U  BHOPOaKyCTHYECKOMY  KaHajam,
CHEIMAIbHBIX UCCIICIOBAaHUI CPEICTB BEIYMCIUTEILHON TEXHUKHY;

r) 0a3bl JaHHBIX, HH(OPMAIIMOHHO-CIIPABOYHBIE M TTIOMCKOBBIE CHCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.



4. KoHTpOJb 1 OLIEHKA Pe3yJIbTATOB OCBOCHUS MPOGECCUOHATBHOTO MOTY IS

Kon n HanmMeHoBaHUE OOIIUX U
npodecCuoHaNBbHBIX KOMIETEHIINH

Kpurepuu oneHku

q)OpMBI U MCTOABI KOHTPOJIA,
B TOM YHCJIE 110 y4eOHOU 1

(bopMHpYEMBIX B paMKaX MOy IIPOU3BOJICTBEHHOU
IIPAaKTHKE
IIK 2.1. OcyuiecTBiATh yCTaHOBKY | JIeMOHCTpUPOBATh YMEHUS | TECTUPOBAHUE,

Y HaCTPOHKY OTJEIBHBIX
MPOTPaMMHBIX, IPOrPaMMHO-
anmapaTHBIX CPEJICTB 3aIIUTHI
uHpOopMaILnu.

U IIPAKTUYECKNE HABBIKU B
YCTaHOBKE U HaCTPOUKeE
OTIENBHBIX TPOTPAMMHBIX,
IIPOrpaMMHO-AMIapaTHBIX
CPEICTB 3alIUThI
uHpOopMaIu

9K3aMeEH IO MOJIYJIIO,
SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTa0OPATOPHBIX
3aHATHH,

AKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
3aHATHH,

OIICHKA PeIICHUS
CUTYAIIMOHHBIX 3a]1a4,
OIICHKa Iporecca u
PE3yIBTATOB BHITIOJIHECHUS
BUJIOB Pa0OT HA MPAKTUKE

IIK 2.2. OGecrieunBath 3anIUTy
uHpopMaluu B
ABTOMATH3UPOBAHHBIX CHCTEMax
OTJIETHHBIMU TIPOTPAMMHBIMU,
MPOrPaMMHO-aIapaTHRIMU
CpeICTBaMHU.

JleMoHCTpUpOBaTh 3HAHUSA
U YMEHHs B 0OecrieueHUH
3aImuTHl HHQOPMAITUHU B
ABTOMATHU3MPOBAHHBIX
CUCTEMax OTIECIbHBIMU
MIPOrPaMMHEIMH,
MIPOrPaMMHO-
anmapaTHBIMH CPEICTBAMU

TECTUPOBAHUE,

9K3aMEH 10 MOJYJIIO,
pEe3yIBTATHI 3AITUTHI
KYpPCOBOTO TPOCKTA,
AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS JTA0OPATOPHBIX
3aHATHH,

SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHCHUS TIPAKTUYECKUX
3aHATHH,

OIICHKA PEIICHHMS
CUTYaI[MOHHBIX 33/1a4,
OIICHKA TIpoIiecca u
PE3YJIbTaTOB BBHIIOJIHEHUS
BHJIOB pPaOOT HA TPAKTHKE

[IK 2.3. OcyuiecTBasiTh
TecTupoBaHue (DyHKITHI
OTJIENBHBIX MPOTPAMMHBIX U
MIPOrPaMMHO-AIITAPATHBIX CPEJICTB
3aIUThl UHPOPMAIIUH.

Beinonnenue nepeyuss
paboT MO TECTUPOBAHHIO
(GYHKIUH OTIEBHBIX
MIPOrPaMMHBIX U
MPOrPaMMHO-AIIAPATHBIX
CPEJCTB 3alIUThI
uHpOopMaIu

TECTUPOBaHUE, IK3aMEH,
9K3aMEeH 10 MOJYJIIO,
SKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTa0OPATOPHBIX
3aHATHH,

AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
paoor,

OIICHKA PEIICHUS
CUTYallMOHHBIX 3a/1a4,
OIICHKa IpoIrecca u
PE3yJIbTaTOB BBIOJIHEHUS
BUJIOB pa0OT HA MPAKTUKE




1K 2.4. OcymecTBasTh 00paboTKY,
XpaHEeHHe U repenaqy
uHpOpMAIMK OTPAHUYEHHOTO
JOCTYyTIA.

[IposiBisATh 3HAHMUS,
HaBBIKM U YMEHHUS B
00paboTKe, XpaHEHUH U
nepeaade nHpopMauu
OTPaHUYEHHOTO JI0CTyIa

TECTUPOBAHUE,
9K3aMEH IO MOJIYJIIO,
PE3YJIbTATHI 3AIIUTHI
KypCOBOTO TIPOCKTA,
JKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTa0OPATOPHBIX
3aHATHH,

AKCIIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS TIPAKTUYECKUX
3aHATHH,

OIICHKA PeIICHUS
CUTYAIIMOHHBIX 3a]1a4,
OIICHKa Iporecca u
PE3yIBTATOB BHITIOJHECHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 2.5. YHu4TOX)aTh
“H(pOpMAaIHIO ¥ HOCUTETH
nH(GOPMAaLIUU C UCTIOIb30BaHUEM
MIPOrPaMMHBIX U POTPaMMHO-
anmapaTHBIX CPEJCTB.

JleMoHcTpanus aaropurma
IpoBeACHUS paboT 1o
YHUYTOKEHHIO
uHpOpMaIUU U HOCUTENEH
nH(popMmanuu ¢
UCTIOJIb30BAHUEM
HPOTPaMMHBIX U
IIPOTpaMMHO-aIIapaTHBIX
CpenCTB

TECTHPOBAHUE,
nud.3a4er, SK3aMeH 10
MOJTYJTIO, pE3yJIbTaThI
3aIUTHI KYPCOBOTO MPOEKTA,
AKCTIEPTHOE HAOIIIOICHHE
BBITIOJTHEHUS JIA0OPATOPHBIX
paoor,

SKCIIEPTHOE HAOIIOIeHHE
BBITTOJTHEHUS TIPAKTHYECKUX
pabor,

OLICHKA PEeIICHUS
CUTYaIlMOHHBIX 3a]1a4,
OLIEHKa TIporiecca u
PE3yJIbTaTOB BBHIIOJIHEHUS
BHJIOB pabOT Ha MTPAKTUKE

[IK 2.6. OcyuiecTBasiTh
PETUCTpAIMIO OCHOBHBIX COOBITUI
B aBTOMaTU3UPOBAHHBIX
(uH(OpPMAITMOHHBIX ) CUCTEMAX, B
TOM YHCJI€ C UCIIOJIb30BaHUEM
IIPOrPaMMHBIX U IPOrPaMMHO-
annapaTHbIX CPE/ICTB

OOHapy KeHHs, IPESYIPEXKACHUS U
JMKBUJIALUU TIOCTIEACTBUN
KOMIIBIOTEPHBIX aTakK.

IIposiBiATE 3HAHUS U
YMEHHS B 3aIIUTE
ABTOMATHU3HPOBAHHBIX
(MHGOPMAITIOHHBIX )
CHCTEM C UCTIOJIb30BAHUEM
MIPOrPaMMHBIX U
MPOrPaMMHO-AIIAPATHBIX
CPEICTB OOHAPYIKEHUS,
NpeayIpeKACHUS U
JUKBUIALUU TIOCTIEICTBUN
KOMITBIOTEPHBIX aTaKk

TECTHpOBaHUE, TU}.3aUeT,
9K3aMEeH 10 MOAYJIIO,
pe3yJIbTaThl 3aLUThHI
KypCOBOTO IIPOEKTA,
SKCIIEPTHOE HAOIIOIeHHE
BBITTOJTHEHUS 1Ta00PaTOPHBIX
pabor,

AKCTIEPTHOE HAOIIIOICHHE
BBITTOJIHEHUS PAKTHYECKUX
paoor,

OLICHKA PeIICHUS
CUTYaIlMOHHBIX 337134,
OLIEHKa Tpolecca u
PE3yIbTAaTOB BBHITIOIHEHHS
BUJIOB Pa0OT HA MPAKTUKE




Kox u HaumenoBanue

Kpurepun onenku

DopMBI U METOBI

00X KOHTPOJIS, B TOM YHCIIE
poheCcCHOHATBEHBIX 1o y4eOHO u
KOMIIETEHITNN MPOU3BOJCTBEHHOM
(bopmMHpyeMBIX B IIPAKTUKE
paMKax MOJYJISI
OK 01. Beibupats - BEIOOp METO0/1a ¥ crIoco0a pereHus Habmionenue,

CIOCOOBI PEIICHUs
3a/1a4
npodeccnoHabHOM
ACATCIIbHOCTH,
HNPUMEHHUTEIBHO K
Pa3JIMYHbBIM
KOHTEKCTaM.

npodeccCHOoHABHBIX 337124 C
COOTIOICHHEM TEXHUKH 0€30MacHOCTH
Y COTJIACHO 3a/IaHHOW CUTYaIlUH;
-oneHkKa 3((HEKTUBHOCTH M Ka4eCTBA
BBITIOJIHEHUS COTIIACHO 3aJaHHON
CUTYyaIluu

MOHHUTOPHHT, OI[CHKa
coaepkaHus NopTQoIro
CTYJCHTA.

OK 02. OcyuiecTBisTh
ITOMCK, aHAJIU3 U
HMHTEPIPETAIIIO
uHpOopMaIuy,
HEOOXOIMMOH ISt
BBIIIOJIHEHUS 32124
npodeccnoHaIbHOM
JEATEIIbHOCTH.

- 3¢ peKTUBHBIN MTOMCK HEOOXOAUMOM
nH(popManuu;

- nHpopManus, NoJ00paHHas U3
Pa3HbIX UCTOYHUKOB B COOTBETCTBHH C
3aJlaHHOM CUTyaluueun

Nutepnperanus
pe3yIbTaToB
HaOIOIeHUH 3a
JESITeTbHOCTHIO
oOyJaromierocs B
npoliecce OCBOCHUS
o0Opa3oBaTelbHON
POTrpaMMBbI

OK 03. IIpunumatp
peuieHus: B
CTaHAAPTHBIX U
HECTaHJapPTHBIX
CUTYaIUsX U HECTH 3a
HUX OTBETCTBEHHOCTD.

- pelliCHHE CTAHIAPTHBIX U
HECTaHIAPTHBIX MPOPECCUOHATBHBIX
3a1a4 B 06HaCTI/I BKCHHyaTaHI/II/I
KOMITOHEHT IOJICUCTEM O€30IIaCHOCTH
aBTOMaTI/I3I/IpOBaHHBIX CHUCTEM,

MOHUTOPUHT U PEUTHUHT
BBITIOJIHEHUS paboT Ha
yueOHOI 1
MIPOU3BOJACTBEHHOMN
MpaKkTHUKe

OK 04. Paborats B
KOJUIEKTUBE U
KoMaHje, 3G (HEeKTUBHO
B3aMMOIECHCTBOBATH C
KOJLJICTaMH,
PYKOBOJICTBOM,
KJIIMCHTaMH.

- IEMOHCTpaIsi COOCTBEHHOM
NEeSATEILHOCTH B YCIIOBUSX
KOJUICKTUBHOW W KOMaHTHOW pabOThI B
COOTBETCTBUU C 3aJJaHHOM CUTYaLUEN;

- IEMOHCTpaIsi COOCTBEHHOM
NEeSATEIBHOCTH B POJIU PYKOBOAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCIOBUSIMHU.

[ToaroToBka pedepaTos,
JIOKJIaJI0B, COOOIIECHUH,
UCTIOJTb30BaHUE
ANEKTPOHHBIX
HUCTOYHHUKOB

OK 05. OcymiecTBasiTh
YCTHYIO H
MTUCbMEHHYO
KOMMYHHUKAITHIO Ha
rOCyIapCTBCHHOM
SI3BIKE C YIETOM
0COOEHHOCTEH
COILIMAIBHOTO M
KyJIbTYPHOTO
KOHTEKCTA.

- - IGMOHCTpAIHsI COOCTBEHHOU
NEeSATEILHOCTH B YCIIOBUSX
KOJUICKTUBHOW W KOMaHTHON pabOThI B
COOTBETCTBHUU C 3aJJaHHOM CUTYaLIUEN;

- IEMOHCTpaIsi COOCTBEHHOM
NESATEIBHOCTH B POJIU PYKOBOIAUTEIS
KOMaHbl B COOTBETCTBUH C 3aJaHHBIMU
YCIOBUSIMHU.

HaOmronenue 3a
HaBBIKaMH pabOTHI B
r7100aJbHBIX,
KOPITOPATHBHBIX U
JIOKaJIbHBIX
nH()OPMAITMOHHBIX
CeTsIX.




Kon n HaumeHoBaHue
00X U
poheCcCHOHATBEHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOJTYJIs

Kpurepun onenku

DopMBI U METOBI
KOHTPOJIS, B TOM YHCIIE
1o y4eOHO u
MPOU3BOJCTBEHHOM
MpaKkTHUKeE

OK 06. ITposBisTh

- IEMOHCTpaIMs HHTepeca K Oyay1ieit

HaGmronenue 3a posibio

IPaKJAHCKO- npodeccuu; o0yyarorerocs B
MaTPUOTHYECKYIO - IEMOHCTpaIMs LIeJIeyCTPEMIIEHHOCTH, | TpyIie; mopTdhoIno
MO3ULHIO, camMo00pa3oBaHUs U CAMOPA3BUTHUS

JEMOHCTPHUPOBATH

OCO3HAaHHOE

MTOBEJICHUE HA OCHOBE

TPAAUIIMOHHBIX

00I1IeUeI0BEYECKUX

LICHHOCTEH,

MIPUMEHATh CTAHIAPTHI

AHTUKOPPYILIUOHHOTO

MTOBEJICHUS.

OK 07. - IEMOHCTpAaIs KauyeCcTBa MPUHATHIX JlenoBbIe Urpsl -
CopeiicTBOBaThH OpraHU3aIMOHHBIX PEIIeHUN MOJEIIUPOBAHUE
COXPaHEHUIO - TOTOBHOCTb K 4aCTOW CMEHE COLIMAJIBHBIX U
OKpY’KaloIIel Cpeibl, | TEXHOJOTUH B MPo(ecCHOHATBHOM npodeccnoHaIbHBIX
pecypcocOepexeHuto, | IesTeIbHOCTH; CUTyaIui.

3¢ (HeKTUBHO - aHaJIM3 UHHOBAIIMIA B 00JaCTH

JIENCTBOBATE B po¢eCCHOHAIBHON JEATETHHOCTH.

YpE3BbIYANHBIX

CUTYaIUsIX.

OK 08. Mcnonbs3oBaTh
cpencTBa pU3MIECKOU
KYJIbTYPBI JJIs1
COXpaHCHHUS U
YKPETUICHUS 3/I0POBBS

- OIICHKA COOCTBEHHOTO MPOJIBIKEHUS,
JMYHOCTHOTO Pa3BUTHSL.

KonTtpoins rpaduxa
BBITIIOJTHEHHUS
VHJIUBUYaIbHON
CaMOCTOSITCILHOM
paboThI 00yYArOIIETOCS;

B IIpoLecce OTKPBIThIE 3aLIUTHI

npodeccnoHaIbHOM TBOPYECKUX U

NEeSITeIbHOCTH U MPOEKTHBIX paboT

MOAJEpKaHUs

HE00XO0aUMOTO

YpOBHs (hU3HUECKOM

MIO/ITOTOBJICHHOCTH.

OK 09. Mcnonb30BaTh | - HCHOJB30BAHNE OCHOBHBIX BUOB Cemunaps! yueOHO-

nH(pOpMaLIOHHbIE COBPEMEHHOM BHIYMCIUTEIbHON MPAKTUYECKHE

TEXHOJIOTUH B TEXHUKU; KOH(EepeHIIHH.

npodecCuoHaTBHON - JKCIUTyaTalus U yCTpaHEHUE Konkypcel

NeSTEIIbHOCTH. TUINYHBIX BBISBICHHBIX 1€(EKTOB npogecCuoHaIbHOTO
TEXHUYECKUX CPEJICTB MacTepCTBa.
nH(OPMATU3AIINY; Onummuans.

- IEMOHCTpAIMsl pe3yIbTaTUBHOMN

ACATCIIBHOCTHU B obOactu SKCILTyaTaluu

U TCXHUYCCKOT'O COITPOBOXACHHUA
ABTOMATU3HUPOBAHHBIX CUCTCM




Kon n HaumeHoBaHue
00X U
poheCcCHOHATBEHBIX
KOMIIETEHITNN
(bopmMHpyeMBIX B
paMKax MOJTYJIs

Kpurepun onenku

DopMBI U METOBI
KOHTPOJIS, B TOM YHCIIE
1o y4eOHO u
MPOU3BOJCTBEHHOM
MpaKkTHUKeE

OK 10. ITons3oBaTbCst
npodecCuoHaTBHON
JOKyMEHTalMEW Ha
roCy/1apCTBEHHOM U
WHOCTPaHHOM SI3bIKaX.

- HCII0JIb30BAaHUE OCHOBHBIX BHUJIOB
COBPEMEHHOM BBIYMCIUTEIBLHOU
TEXHUKH;

- JKCIUTyaTalus ¥ yCTpaHEeHUe
TUTTUYHBIX BBISBICHHBIX 1e(hDEKTOB
TEXHUYECKUX CPEJICTB
uHpOpMaTH3aLuH;

- IEMOHCTpAIMsl pe3yIbTaTUBHOMN
JESITeTbHOCTH B 00JIACTH IKCILUTyaTallul
U TEXHUYECKOTO COIPOBOXKICHUS
aBTOMATU3HPOBAHHBIX CUCTEM

Cemunaps! yueOHO-
HPaKTHYECKHE
KoH(pepeHMu. JlenoBsie
UTPBI-MOJICTUPOBAHUE
pohecCHOHATBLHBIX
CUTYyaLIHil.

OK.11 Ucnonb3oBaTh
3HaHUJA 110
(buHaHCOBOM
rpaMOTHOCTH,
IUIAHUPOBATh
NpEAIPUHUMATEIBCKY
10 JISITENIBHOCTh B
npodeccnoHabHOM

chepe

- 3(peKTUBHBIN MOUCK ¥ IPUMECHECHHE
3HaHUI (PUHAHCOBOI rPaMOTHOCTH;

- nHopManus, mogoOpaHHas U3
Pa3HbIX UCTOYHUKOB B COOTBETCTBHH C
3aJJaHHOM CUTyaluuei

CemuHapbl yueOHO-
MIPAKTUICCKHE
koH(pepenuu. [lenoBpie
UTPBI-MOJICTTUPOBAHUE
podeCCHOHATBHBIX
cUTyauuin




